1) OPC SERVER SIDE DCOM SETTING  (Windows XP SP2)
1. Check if the client can make connection to OPC server at port 135 (telnet <OPC Server IP> 135)

2. Create a common user (with Administror privileges) having same password, at OPC Client PC and Server PC.

3. Windows Firewall: Turned Off

4. Any other firewall (such as Trend Micro Common Firewall Driver) Turned off

5. OPCEnum service: Started (Automatic)

6. Administrative Tools -> Local Security Settings -> Local Policies -> Security Options
a. Network Access: Sharing and Security Model for local accounts: Classic

b. DCOM Access Permission: <user>, Everyone, Interactive, Network, System

c. DCOM Launch Permission: <user>, Everyone, Interactive, Network, System

(Note: Tick out for all permissions)
7. Administrative Tools -> Component Services -> Component Services -> Computers -> My Computer -> Properties

a. Default Properties tab:

1. Authentication: Connect

2. Impersonation: Identify

b. COM Security tab:
i. Access Permission: 
a. Default Security : <user>, Everyone, Interactive, Network, System, self

ii. Launch Permission:

a. Default Security: <user>, Everyone, Interactive, Network, System
(Note: Tick out for all permissions)
8. Administrative Tools -> Component Services -> Component Services -> Computers -> My Computer -> DCOM Config -> OPCEnum -> Properties

a. General Tab -> Authentication :         Connect

b. Security Tab -> Launch Permission:  Default

c. Security Tab -> Access Permission :  Default

d. Identity Tab ->                                 :  The system account

9. Restart the Machine. This is required if new user has been created.

(NOTE: Do not remove default users. Give all permissions to all users, including the default users)
2) OPC CLIENT SIDE DCOM Setting (Windows XP SP2)
1. Check if the client can make connection to OPC server at port 135 (telnet <OPC Server IP> 135)

2. Create a common user with the same password at OPC Client PC and Server PC.

3. Check Machine Time Zone and Time

4. Windows Firewall: Turned Off

5. Turn off other firewall such as Tren Micro Common Firewall Driver

6. OPCEnum service: Started (Automatic)
7. Administrative Tools -> Local Security Settings -> Local Policies -> Security Options
a. Network Access: Sharing and Security Model for local accounts: Classic

b. DCOM Access Permission: <user>, Everyone, Interactive, Network, System

c. DCOM Launch Permission: <user>, Everyone, Interactive, Network, System

(Note: Tick out for all permissions)
8. Administrative Tools -> Component Services -> Component Services -> Computers -> My Computer -> Properties

d. Default Properties tab:

1. Authentication: Connect

2. Impersonation: Identify

e. COM Security tab:
i. Access Permission: 
a. Default Security : <user>, Everyone, Interactive, Network, System, self

ii. Launch Permission:

a. Default Security: <user>, Everyone, Interactive, Network, System
(Note: Tick out for all permissions)
10. Administrative Tools -> Component Services -> Component Services -> Computers -> My Computer -> DCOM Config -> OPCEnum -> Properties

a. General Tab -> Authentication :   Connect

b. Security Tab -> Launch Permission:  <user>, Administrators, Everyone, Interactive, Network, System
c. Security Tab -> Access Permission :  <user>, Administrators, Everyone, Interactive, Network, System 
d. Identity Tab ->  The system account
(Note: Tick out for all permissions)
9. Restart the Machine – required if new user has been created.

10. OPCEnum must be shown in the Services. If not install OPC Core Components.

11. To check OPC connections using PI OPC Client, log on as the common user for the OPC Server.
(NOTE: Do not remove default users. Give all permissions to all users)
SOME EXPLANATIONS

· OPC Server supports call back. This means OPC Server shall make a call to the OPC Client on status change of Advised tags. This requires that connection shall be allowed in both directions.

· Like any DCOM Server component, first the client program makes a RPC call to Server machine to avail RPC End Point Mapper service of Windows (port 135). Therefore port 135 must be open.

· Server components are launched and a port(s) assigned dynamically. Operating System allocates free port it finds above 1024. Client is also informed and makes connection to this port(s). Therefore ports above 1024 should be open. Our experience is range of port from 1024 to 3096 should be open.

· This rule shall apply to Client as well as Server machines.

· Microsoft has admitted vulnerability of port 135, which is touted as most attacked port. In their own admission, Microsoft says, “RPC over TCP is not intended to be used in hostile environments”.

· It is not recommended to connect the OPC Client machine to Office LAN without adequate protection. Use Firewall and allow connection only for the services required. In our implementation, we have allowed connection from OPC Client machine to Office LAN for PINet (port 5450) only.

· Access and Launch of OPC Server components are controlled by settings in Local Security Policy and Component Services.

· Network Access sharing and Security model: Classic - By default all network connections are granted Guest access, which has little privileges. Introduced in SP2 to prevent relentless attack from hackers on XP

· Edit Limits – Does not allow Access and Launch permissions you can set for a specific application, wider than this. More restrictive policy shall apply. 

· It is recommended that Tag information are saved in .csv file from PI OPC Client as the ItemID can be used when creating tags in PI Server
