X-Force Alarm Web

Its web hosted application on IIS server which is used for configuration of
Help, DCS Configuration, adding Reports features, adding Schedule, adding
Critical alarms, adding user then Providing Roles & Rights, adding Devices
i.e. PLC/ADAM/GSM modem for notification and Manual Suppression of the alarm
etc.. This application is secured using user authentication by providing roles
and rights to access or data manipulation.

Channel Configuration

Channel Configuration is used to configure channels.
To Add new channel click on Channel Configuration tab

In Navigation bar select channel configuration and on right click on it select Add Channel
option which allows to set the parameter required for the channel configuration .

Add Channel : New record

Save Cancel Save and Continue
Communication Type : "]

Channel Name :

Plant Marme
Default Color B~
AlarmTirmeOut 1] -

Priority File Processing
Enable Graphics Printing :
Enable OPR bit Configuration :
Enable $OE Configuration

Save Cancel

SR NO FIELD NAME DESCRIPTION

1 Communication Type | Communication type 1like Serial Communication,
Network Communication, Enterprise, etc.

2 Channel Name Name of the Channel

3 Plant Name Plant name of the System

4 Default Color Color of the channel

5 Alarm Time out Duration for 1 alarm line ,Or timespan upto that applucation
will wait for complete alarm line




6 Priority File | Whether it is Priority channel or not
Processing

7 Enable Graphics | Whether to enable graphics printing for the
Printing channel or not

8 Enable OPR bit | Whether to enable OPR bit calculation or not for
Configuration the channel

9 Enable SOE | Whether to process SOE data or not
Configuration

On Right click of any created channel user get option to edit channel details and delete
ption as well.

Systern Configuration | Configuration

Schedule | Dashhoard ReportViewer | Database Setting

| ucieBinep

Displaying Channel Configuration  Show Grouping  Export Sear

Plant « E

Edit Channel Mame

Mavigation o
=8l SDH)-ENTSRYTWSOLDATA - Configuration
;J"l-l Channel Configuration
..... : Coh kol iErtarnrica Yoo
Expand All
..... - C
= Collapse Al
""" ecC Expand Childs
----- 2 Collapse Childs
Expand Parent
..... : C
Collapse Parent
""" & P Refresh Childs
""" el 7 Edit Channel
""" g0 #<  Delete Channel
""" 20 <*  Mail Configuration
= E Mot E& Direct Printing Configuration

;{ Dvwharmnic Database Schema Configuration

L | &




Based on channel type selection page will redirect

On click of save

For serial :Redirect to serial configuration page

For network : Redirect to network communication page

Serial Communication
User can use serial communication when data is coming through serial port.

As shown in image user can do configuration for serial communication.

Serial Channel Configuration

| Save || Cancel |

Channel Narme ; dhruvitest

Part Na: E v

Settings
Terminator 1: [Start With /] LF - |
Minimurm Lenzth: | 20 -

Backup Port: | 0 -

General
Speed | 9600 v

DataBit : E v

Flow Contral : | Mone -

Parity Replace E | '
RTS Enable :

Y

Input Buffer Size : 1,024 -
Ihput Length | ] |:
SThreshold :

I Save H Cancel I

Please configure Serial Communication parameters to cotnplete channel configuration




SR NO

FIELD NAME

DESCRIPTION

1 Channel Name Name of the Channel

2 Port No The Comport through which the Communication 1is
going to take place. Pair between the two comport
required that are used
for the communication

3 Terminator 1 The break of the line that is used by the DCS so
that we can break the captured alarm into single
alarm line.

4 Terminator 2 Same as the Terminator 1

5 Minimum Length Maximum No of Alarm Line

6 Backup Port The Port for backup if one not working.

7 Speed The rate at which information is transferred
in a communication channel

8 Stopbit Stop bits separate each unit of data on an
asynchronous serial

9 DataBit Two bytes are sent, each consisting of a start
bit, followed by data bits

10 Parity Parity bit in the communication

11 Flow Control The extra input and outputs used on the serial
device to perform this type of handshaking.

12 Parity Replace To replace the parity bit during Communication

13 Discard Null Gets or sets a value indicating whether null
bytes are ignored when transmitted between the
port and the receive buffer.

14 RTS Enable To Enable the ''Request To Send"

15 DTR Enable DATA Terminal READY

16 Input Buffer Size of the input buffer For sending data

Size
17 Output Buffer Size of the input buffer For Receiving data
Size

18 Input Length The Length of the data while Receiving

19 EQOF Enable To enable disable "END OF FILE"

20 SThreshold Threshold Value for "Request To Send"




|21 |RThrshod Threshold Value for "Request To Receive"

Network communication

Network communication can be performed using printer ,User have to configure printer in network and can
throw data on printer .

network Channel Configuration : New record

| Sawe || Cancel

Channel Mame : dhruvi_testnetwark

Local IP Address : | 255,255,255,255

Remote IP Address | 255,255,255.255

Backup IP Address | 255,255,255.255

PortMo: | a

Terminatar 1: ™)
Terminator 2: [l
rinimum Length: | 20 :
| Eawe || Cancel

Flease confiure IMetwork Communication parameters to complete channel configuration, Saved sucessfilly, contiry

Lx 1 &

SR NO FIELD NAME DESCRIPTION

1 Channel Name Name of the Channel




2 Local IP Address Local IP Address of the system

3 Remote IP Address Remote IP Address of the system

4 Backup IP Address Backup IP Address of the system

5 PortNo The Comport through which the Communication is
going to take place. Pair between the two comport
required that are used for the communication (if
printer is configured then printer port no need to
configure here)

6 Terminator 1 The break of the line that is used by the DCS so
that we can break the captured alarm into single
alarm line.

7 Terminator 2 Same as the Terminator 1

8 Minimum Length Maximum No of Alarm Line

Remove Text

Here you can specify the text string/ ASCIl code of texts to be removed from messages. It is useful to remove
escape sequence trails from the messages and some formatting command send to printer by control system.

Against each channel on click of Remove text button user can see the list of string that are configured for that

channel to remove.

Remove Text

Zawe || Cancel

Delete Selected Data

+ | Add new recard

Mode Rernowving String in &scii Rermowe Method @
u fenil Position Based
u Denis Position Based

EemoveText

On click on Add New Record button in existing grid one row will be editable to add new entry.



Remove Text

| Sawve

Cancel

| Delete Selected Data

+  Add new record

kode Fermoving String in Sscii Rermove Method Stal
| Position Based - | 0 |

1] fenil Position Based ]

1] Denis Fosition Based a

User need

to insert value for all required field

SR NO FIELD NAME DESCRIPTION
1 Removing String in | The string which you want to remove
Ascii

2 Remove Method Removal method like Position Based or Containing

3 Start Position Start Position of removal string if remove method
is Position Based.

4 End Position End Position of removal string if remove method is
Position Based.

5 Removing String The string which is going to be removed.

Replace Text

Here you can specify the text to be replaced with new text. This is useful

to replace text which is printed by control system to something meaningful.

gainst each channel on click of REPLACE text button user can see the list of configurations done for that channel

for replace



Replace Text

| Sawe || Cancel |

Delete Zelected Data

|+ | Add new recard

bAode Replace String ln ASCI Replacing String Replaced By In
u Denis Denis Fenil
U Denis Denis Raj

Eeplace Text

On click of Add New Record button in existing grid one row will be editable to add new entry.

Replace Text

| Sawe || Cancel |

Delete Selected Data

|+ | Add new recard
bode  Replace String In 85C] Replacing String Replaced By In ASCI
U Denis Denis Fenil
u Cenis Cenis Raj
SR NO FIELD NAME DESCRIPTION
1 Replace String in | The string which you want to replace
ASCII
2 Replacing string The string which going to be replaced
3 Replace By in ASCII | The string which you want to replace with




Replaced By

The string which going to be replaced with

Replace Method

Replacing method like Position Based or Containing

Start Position

Start Position of replacing string if replace

method is Position Based.

End Position

End Position of replacing string if replace method

is Position Based.

Ignore Message

Here you can specify the messages to be ignored. This feature is useful to

ignore unnecessary message which is printed by control system.

Against each channel on click of Ignore text button user can see the list of ignore string that are configured for
that channel .

Ignore Message

| Sawe || Cancel

| Delete Selected Data

-+ | Add new recard

Fode Lire Text Condition
1] APPLIC Containing
U SCRIPT Containing

Ienore Message

User need to insert value for all required field

SR NO FIELD NAME

DESCRIPTION

Line Text

Ignore alarm line if specified Line Text exist

Condition

Ignore condition like Position Based, Containing,

Start With, End With




3 Start Position

Start Position of ignore string if condition is

Position Based or Start with

4 End Position

End Position of ignore string if condition 1is

Position Based or End with

Mail Configuration

If data is not coming upto configure time Interval(Alarm Timeout ) then if mail configuration
has been done then mail will be triggered to configured person with configured message.

Mailer Enable : If this flag is having true value then only mail will trigger.
Save copy to send folder - Wwant to save mail in send item

Notification Time:
Mail Notification Reminder

MailType: Type of mail (Outlook,lotus notes,SMTP)

SMTP Server name:sMTP Server address if the Mail Type is SMTP
MailFrom : Mail id from which mail need to trigger

MailTO: Mail id on which mail need to send

MailCC: Mail ids which required in CC of mail

MailBCC: Mail ids which required in BCC of mail

Mail Subject:Subject line of mail
Body: Main body content of mail

Direct Print Configuration

If User want to see all logs on paper then user can configure direct print feature by that user will get all data logs

on printer .

User need to configure all below fields

Printer Type : Select printer type Laser jet/Desk Jet Printer or DotMatrix Printer
Printer Name : Select print on through which you need to print data

No of Lines:
Port No: Printer port no

Speed: The rate at which information is transferred in a communication

Data Bit: Two bytes are sent, each consisting of a start bit, followed

by data bits

Flow Control: The extra input and outputs used on the serial device to
perform this type of handshaking.

Stop Bit: stop bits separate each unit of data on an asynchronous serial

Parity: Parity bit in the communication




Parity Replace:To replace the parity bit during Communication
RTS Enable:DATA Terminal READY

Discard Null:Gets or sets a value indicating whether null bytes are ignored
when transmitted between the Port and the receive buffer

DTR Enable:To Enable the ''Request To Send"

Buffer

Input buffer Size :Size of the input buffer For sending data
Input Length:The Length of the data while Receiving
Output Buffer Size:size of the input buffer For Receiving data
SThreshold :Threshold Value for "Request To Send"
RThreshold:Threshold value for "Request To Receive"

Adam Configuration

Adam Configuration is used to generate notification for various purpose i.e. network connectivity failure,

application crashing and disk failure.



To add new ADAM Configuration click on Add New
button

PLCParameter : New record

l Sawve ” Cancel I
Port Mo: [Pl’e&seS'ELECTn'_l'stbefow. |v]
Device Id : | 1 |:

Timer Configuration :

Timer Control ; | Please SELECT List Below. | = |

Control Register 0 |

General
Speed : | 9600 v

Stop Bit: [1 |v]

iy on 5]

Flow Contral : Maone |

Data Bit 8 -

Parity Replace K |

DTR Enable : 4

Input Buffer Size : 1,024 :
Input Length | 1 :
SThreshold ||

I Save ” Cancel I

Eeady

As Show in Image below ADM configurattion need to be configure

SR NO FIELD NAME DESCRIPTION

=

PortNo The Comport through which the Communication is

going to take place.

N

Device ID Device Id for the Adam module.




Timer Control

4 Control Register On which DO channel Output needs to be configure

5 Refresh Time

6 Timer Preset Timer preset value. After time preset the bit will
off on device.

7 Speed The rate at which information is transferred in a
communication

8 Stopbit Stop bits separate each wunit of data on an
asynchronous serial

9 Parity Parity bit in the communication

10 Flow Control The extra input and outputs used on the serial
device to perform this type of handshaking.

11 Data Bit Two bytes are sent, each consisting of a start
bit, followed by data bits

12 Parity Replace To replace the parity bit during Communication

13 Discard Null Gets or sets a value indicating whether null bytes
are ignored when transmitted between the port and
the receive buffer

14 DTR Enable To Enable the ''Request To Send"

15 RTS Enable DATA Terminal READY

16 Input Buffer Size Size of the input buffer For sending data

17 Output Buffer Size | Size of the input buffer For Receiving data

18 Input Length The Length of the data while Receiving

19 EQOF Enable To enable disable "END OF FILE"

20 SThreshold Threshold Value for "Request To Send"

21 RThreshold Threshold Value for "Request To Receive"

SMS(GSM)

GSM parameter is use for communication through MODEM.




GSMParameter : New record

Sawe
Device Id :

Part Ma

Speed :

Data Bit:

Cancel

Floww Cantral

Parity Replace :

DTR Enable :

Input Buffer Size

Input Length :

5Threshold :

Sane

Eeady

Cancel

9600 -
5 =
Mone -
?
o
1,024 :
0 .
o

As Show in Image below parameters need to be configure

SR NO FIELD NAME DESCRIPTION

1 Device ID Unique identification of devices which is defined
by OS.

2 PortNo Port no on which GSM modem is connected to send
SMS.

3 Speed The rate at which information is transferred in
a communication

4 Parity Parity bit in the communication

5 Data Bit Two bytes are sent, each consisting of a
start bit, followed by data bits

6 Stop Bit Stop bits separate each unit of data on an
asynchronous serial




7 Flow Control The extra input and outputs used on the
serial device to perform this type of
handshaking.

8 Parity Replace To replace the parity bit during
Communication

9 Discard Null Gets or sets a value indicating whether null
bytes are ignored when transmitted between the
port and the receive buffer

10 DTR Enable To Enable the ''Request To Send"

11 RTS Enable DATA Terminal READY

12 Input Buffer Size Size of the input buffer For sending data

13 Output Buffer Size Size of the input buffer For Receiving data

14 Input Length The Length of the data while Receiving

15 EQOF Enable To enable disable "END OF FILE"

16 SThreshold Threshold Value for "Request To Send"

17 RThreshold Threshold Value for "Request To Receive"

Critical Alarm

Critical Alarm Configuration is used to configure critical tags and plays
wav file whenever it comes.



CriticalAdlarm : New record

| Sawe || Cancel

TagMame “

AlarmType |

VWaw File Path Select
Upload v file anly.

| Sawe || Cancel

Eeady

SR NO FIELD NAME DESCRIPTION

1 TagName Tag Name

2 AlarmType Alarm Type

3 Wav File Path Wav file to be played

Mail Group

Here we can create mail group to send notification on mail.
On click of Add New user will get below popup to create new Mail group



Mail Group Configuration : New record
| Sawe || Cancel |
Mail GroupMarme
Recepients
MOTE Add Multiple Email Addresses separated by semicolon ;)
| Sawe || Cancel |
Eeady
4
SR NO FIELD NAME DESCRIPTION
1 MailGroupName Group name
2 Recepients Mail IDS

On click of Save button page will redirect to Mail group list page



Displaying MailGroupConfiguration

Show Grouping  Export  Search  Records to Show = | All v||

Search Parameter

I.ﬂ«n}fthing

| | Contains | Search

Drag a column header here to group by that column

Edit  MailGroup

Recepients

SCHMEIDER-ELECTRIC

Edit FROUP

Edit =EZ DCE ESD

Edit ZCDU_Instrumentation

Edit FCDU_Operation

Edit ZCDU NGO Instrurmentation
Edit ZCOEER_Instrumentation
Edit ZCOKER_Operation

Edit SWE0_Instrumentation

Edit WGEO0_Operation

Zarmbandar, Chandrasekarani@schreider-electric.corm;Rajendrakumar. Shah@schreider-ele:

hetal karia@ril. carmrishit. shah@ril.camisnehal raval@ril.cormesharad ko rai@ril.carcharish
Micky. Teraiga @ril.cormMaresh Javia@ril cormgpratikacala@ril.cormBhargaw. Deshpande@ril o
lekhraj.gupta@ril.corm ERP.CrudePElamnagar@ril.corm JERP. Crude S5lamnagar@ril.corm;na
Micky. Teraiga @ril.cormMaresh Javia@ril cormgpratikacala@ril.cormBhargaw. Deshpande@ril o
Rarmesh.Pankhania@ril.cor;RakhulB.Mishra@ril. compmayank pandyal@ril.comlaykumarbl,
Anaop.Prabhakaran@ril.cormSachin Punekan@ril.comimanish nain@ril cormijaykumarshat
ChintanMyas@ril.corm:Dineshkumar Bavda@ril. cormfshwin Kacha@ril. commohammad.ras

JERPVGOHTOperation@ril.corn; ChandrashekharWaghulde@ril.cornySunil. Ghorpade@ril.cor

Eeady

Dynamic Database schema configuration

Archive DB Configuration



Archive Db Configuration

i New record

Save Cancel
notes
tbl_Add_As Custom
thl_Annauncator
tbl_Annaunciator_Parameter
Tables Name thl_Application_List
thl &V Printer
thl_AY Sound
thl_av User Profile
thn | A0 YA e e
Save Cancel
SR NO FIELD NAME DESCRIPTION

Tables Name

List of Table Name and View Name

Manual Alarm Supression

"To disable alarm for sometime user can use supression configuration

Following is the screenshot where we can do configuration of Manual

Suppression

Alarm




rManual Alarm Supression : New record

| Sawe || Cancel
Tag Name
Mews Tags
MOTE Add Multiple Tag Mame separated by comma [,
| Sawe || Cancel
« Beady
*
SR NO FIELD NAME DESCRIPTION
1 TagName Tagname which should be suppressed
2 New Tags Tags other than TagName list




