X-Force OPC AE Client

OPC:

An OPC is the interoperability standard for the secure and reliable exchange of data in the
industrial automation space and in other industries. It is platform independent and ensure
the seamless flow of information among devices from multiple vendors.

X-FORCE OPC AE CLIENT APPLICATION:

OPC stands for Alarm Event. As its name suggest, it will get alarms from OPC and that will be
thrown to the capture process or processed directly. User can configure channels through
providing OPC server credential to establish connection, printer can be configured as it has
to be provided to another machine. It also provides facility to configure ignore string with
regular expression using various options. There can be omission of log or capture deleting
schedule can be configured through UL Channel(s) can be dependent on license
authorization.

=
DCS/PLC X-Force X-Force Capture Files
OPCAE Client Capture Process
10.2.8.226 10.2.8.201 10.2.8.201 10.2.8.201

(Simulator)

X-Force OPC AE Client application will fetch the data from any industrial OPC Server.
First you need to do DCOM configuration:

Distributed Component Object Model (DCOM) is an extension to Component Object Model
(COM) that enables software components to communicate with each other across different
computers on a local area network (LAN), on a wide area network (WAN) or across the
internet.



DCOM Setup Procedure

You need to configure DCOM on both server and client machines.

+ Configure your computer to be a member of your Network
* System-wide DCOM Setup
* OPC Server-specific DCOM Setup
¢ OPCEnum Setup
» Configure Local Security Policies
* Add Firewall exceptions
* 0OS-specific Setup
— Recommend to disable UAC & DEP on Win7, Win2008 & Win2012.
» Checks for In-proc OPC Server
— Most OPC servers are out-of-Proc, Clients can connect to the server remotely.

— In-proc OPC Servers do not allow connections from remote clients. You may need
additional components (OPC Server for DA client) or DCOM Tunneller.

Network & User Account Setup

* Configure your computer to be a member of your network (Domain or Workgroup)
— Workgroup users: Client’s logon account and password must be registered on the server PC.
And client must log-on by the registered account.
**0PC Server & client PCs do not need to use the same account and password, though most
DOCM manuals recommend to do so.

— Domain users: Logon ID and PW will be managed by Domain Server. No need to add logon
account on individual PCs.

* Add Windows user account
= In the Start menu, type “lusrmgr.msc” and then click OK.
— Add user account or group and setup password for that account.

= Run |

==  Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open: | [TEIIIANDY =

% This task will be created with administrative privileges.

OK Cancel ] [ Browse...




System-wide DCOM Setup

¢ From the Start menu, type “"dcomenfg” in the run command and then click OK
e Alternatively, go to Control Panel > Administrative Tools > Component Services

®. File Action View Window Help

==  Typethe name of a program, folder, document, or Internet —_—

(5= resource, and Windows will open it for you. = = | | x . ol 3 | . .I ._:; ﬁ ﬁ
Open:  dcomenfq] v (13 Console Root Name
' This task will be created with administrative privileges. “© C.fm(;ponent Services [ COM+ Applications
4 W Lomputcs | DCOM Config
T My Compuer ] oo
2 | ; resh all components
[ ok ][ concel || Browse. | » (@ Event Viewer (Local) E

b % Services (Local)

View »

New Window from Here

Export List...

I Properties I

Help
Il

System-wide DCOM Setup

"My Compriter Properfes™ —| . |
[ DefaspProwocos |  COMSecumy |  msprc | I Genel | Opbions | Dofouk Propaties |
| Gerenl |  Options | Defal Propaiics Defaut Protocols COMSecuty |  MSDTC |
IEnabIeDiﬁ:rh.tedCOMmﬂiswruler I
|| Enable COM Intemet Services on this computer I

Default Distributed COM Communication Properties
The Authentication Level speciies security & the packst level.

Default Authentication Level:
[Curned V]

Connect, |f__not specifically mstructed

usmg T the client’s lderﬂy
Default Impersonation Level: -
[ Identiy - ] Description
The set of network protocols avaiable to DCOM on this machine. The
Securﬁyforrufcmhadmgcmbepﬂwndadiwﬂcawmluud ordering of the protocols reflects the prorty in which they will be used.
and that the default mp level iz with the top protocol having first priorty.

ﬂpmmw&uﬂwhmm

Leam more about setting these propedies. Leam more about setting thess propedies.

Posl T =




System-wide DCOM Setup

NI T X

o Toms — e Give Ant_:mymous Logon, Everyone,
| —— Interactive, System accounts (and your
Cess Fermissions = H
You iy ot s lowed ol ccese o pcions. You oy specific account ) Access Rights.
also set limits on that d I 18,
Caution: Modifying access pemmissions can died the ability
of applications to start, connect, function and/or
securely Select Users or Groups d 5 l w
| Edtlmas. || [ EdtDefaut., | Select this object type:
Users, Groups. or Bult-in security principals Object Types...
Launch and Activation Pemmissions From this location:
I it s e e e
determine their own permissions.
Enter the object names to select (m@mples):
Cantion: Modih 41 and activath . . -
ﬁmwmdwuf:rm‘ﬁngm ’E‘M'MM'WN  Cneck Names |
and/or run securely
D e
Leam more about seiting these properties.
. o ] [coes [ on |
System-wide DCOM Setup
Ao i — A e e ———
Default Security Securtty Limits
(Group or USer names: Group or user names;
52 Everyone 82, Administrators (WIN-38PNELHETG 7\Administrators)
S INTERACTIVE H2 Everyona
82 Administrators (WIN-38PNELHETG 7\Administrators) £ INTERACTIVE
||| 88 ANONYMOUS LOGON I|| | 82 ANONYMOUS LOGON
Pemissions for SYSTEM Alow Deny Pemissions for SYSTEM Allow Deny
Local Access Local Access
Remote Access Remote Access
Il|  Leam sbout access control and permissions q Leam about access control and permissions
[ ok || cace | [ ok ][ Ccance




System-wide DCOM Setup

Launch and Activation Permission
Default Securty
Group or user names:
B SYSTEM
H2 Administrators (WIN-38PNELHETG 7\Administrators)
#2, INTERACTIVE
H2 ANONYMOUS LOGON
|
Pemissions for Everyone Alow Deny
Local Launch [l
Remote Launch 4]
Local Activation 0
FRemote Activation 0
|
Leam about access control and pemissions
[ ok ][ cence

DCOM Setup for OPCEnum

Configure DCOM for OPCEnum which is almost
same as System-wide DCOM setup

OPCEnum enables OPC clients to browse OPC
server name and tag names

. File Action View Window Help

Launch and Activation Permission g

Security Limits

Group or user names:

#2 Everyone
SYSTEM

#2, Administrators (WIN-38PNELHETG 7\Administrators)
#2 ANONYMOUS LOGON
52 INTERACTIVE

Pemissions for SYSTEM
Local Launch
Remote Launch

Local Activation
Remaote Activation

Leam about access control and pemissions
[ ok

- Component Senices

%, File Action View Window Help

e« nBIXE . BE 0IE=

XocHBE LIE==z=

(3 Censole Root
a Component Services
4[] Computers
4 (& My Computer
» (2 COM+ Applications

L 3

Network and  Offline Files
Sharing Ce...  Service

s &
&

L 2

OPCDataHub

[ a1 q
Expand this and Select OPCEnum
3 E Event Viewer (Local)

[ Qﬂ Services (Local)

QutOf Proc  PenIMC2

Mapi Han...

PerfCenter  Persistent...
Enabler

o
A
£ m

OpenS:
Descrip)

&

PenlN

Photod

» & MMC Application Class

> & MSDAINITIALIZE

> & MsRdpSessionManager

> & MSTTS DecObj Class Surrogate

» & NAP Agent Service

» & Nap Elevated COM class

» & NCLUA

» @& NDFAPI

> @ netman

> & netprofm

> & NetProjW

> & Metwork and Sharing Center Cpl Elevated Virtual Factory
& Offline Files Service

» & OPC Enum 64 CategoryManager

OpcEnum |
3 OpenSea View v Verb Handler
> & Outofp MNew Window from Here
> & PenMC2|
v & PerfCent

» & Persisten s

. & PhotoAcqHWEventHandler

> & PhotoAcquire

s & PLA

> & Play with Windows Media Player
5 B PNPXAssoc.dll

. & Dreview H:ndlwallﬁrﬂlhﬂ Hart

4

m

Opens the properties dialog box for the current selection.




DCOM Setup for OPCEnum
m_ -7 - M

I ||
General | Location | Securty | Endpoints | identiy| | General | Locaton | Secuty | Endpoints | Identiy |
General properties of this DCOM appication The following settings allow DCOM to locate the comect computer for this
application. If you make more than one selection, then DCOM uses the first

Application Name:  OpcEnum licable one. Client applications may overide your selections.
Application 1D: {13486044-4821-11D2-A434-3CB 306C 10000}

| Application Typs:  Local Service || | 7] Run application on the computer where the data is located.
Authentication Level: [Dd'al.l -] I Run application on this computer, I
Default or None, if not specifically instructed Run application on the following computer:

Browse.

|| |

|| ||

| L

i N

| L

|

M L

\ Leam more about setfing these properties. W Leam more about setting these properties.

i (oK [ cancs |[ somy | [ (0K ][ Cancd |[ 4wy |

DCOM Setup for OPCEnum

OpcEnum Fropertic= 12| Change Configuration PermissonlD &n
— N i
| Gereral [ Location | Securty | Endpoints | identty | ﬁe&lw
Launch and Activation Pemmissions Group or user names:
e svsren
© Customize L. £, Adminisirators (WIN-38PNELHETG7\Administrators)
. 82, Users (WIN-38PNELHETG7\Users)
A ANONYMOUS LOGON
82, Everyone
Edit. ’ e ] [ fiemone, l
Pemissions for ANONYMOUS
LOGON Allow Deny
Configuration Penrissions Full Control [
© Uss Defaut Read O

—

[eowre | orcEmm oo son sccon
OPCEnum uses Anonymous Logon account

_ for initial handshake

For special permissions or advanced settings, _

P e | Advanced |

Leam about access control and pemissions

ok J [ Comd ][ rooh | (oK ][ cacel |

Leam more about setting these propedties.




DCOM Setup for OPCEnum

"GpcEnum Properies TTTTT— 0

R e — e |
OpcEnum Properties X

|

[ General [ Location | Securty | Endpoints [identiy]

DCOM Protocols and endpoints:
|

Connection-onented TCP/IP I

[ A | [ Remove | [ Propetes | [ Gear

)

Description

The set of protocols and endpoints avaiable for use by clients of this
DCOM server. The system defaults entry indicates that the default
set of DCOM protocols and endpoints for the machine will be used.

Leam more about setting these properties.

[ ok J[ cancel |[ Aoply

J

=

|

[ General | Location | Secuty | Endposes | identey |

Which user account do you want to use to run this application?

The interactive user

f The launching user
This user,
[ Browse
ord ‘
passt |
J || ® e system account fseices oo |

OPCEnum is run as Windows Service

Leam more about setting these properties.

[ok J[ comce ][ smv ]

Server-specific DCOM Setup (for Kepware OPC Server)

. Kepware Communications Mpemsv_lm

[ General [ Location | Securty | Endpornts [ identty|

Launch and Activation Pemmissions

© Use Defaut

@ Customize l

Access Permissions
(©) Use Default

( I @ Customize l

I Configuration Pemmissions

(*) Use Default

© Customize l

¢ Add the followings to the Exception list, if firewall enabled.

- Program “Server_Runtime.exe”
- TCP port “32402"

:l [oxl[Cm'][mv]‘

Launch and Activation Permission

Kepware runs as Windows Service and uses
System account. Make sure SYSTEM, Everyone
are included in the list. You can remove
Interactive account from the list, if not Kepware
|| runsin interactive mode.

Remote Launch ¥ [
Local Activation ¥
Remote Activation
Jemissions
| [ ok ][ cencel |




Local Security Policies Setup

¢ In the Start menu, type “secpol.msc” and then click OK.
e  Or In the Start menu, open the Control Panel > Administrative Tools and setup as below.
— “Network access: Let Everyone Permission Apply to Anonymous Users =" Enabled”
— “Network access: Sharing and security model for local accounts” = “Classic: Local users
authenticate as themselves"

File Action View Help

o 2@ XD = Bm

1 Network List Manager Policies

. Network access: Do not allow anonymous enumeration of SAM accounts and shares

users

apply to 1y

Network access: Let Everyone p

& Security Settings Policy x Security Setting 2
4 Account Policies Microsoft network server: Disconnect clients when logon hours expire Enabled
4a L?“' p'_""'“ Microsoft network server: Server SPN target name validstion level Not Defined
9 C::" o‘:yAsmmml . Network access: Allow anonymous SID/Name translation Disabled
- - N rk access: Do not allow anonymous enumeration of SAM accounts Enabled
Disabled

Enabled

1 Public Key Policies

Network access: Named Pipes that can be accessed anonymously

1 Advanced Audit Policy Configuration

. Network access: Restrict anonymous access to Named Pipes and Shares

. Software Restriction Policies
1 Application Control Policies Network access: Remotely accessible registry paths System\CurrentControlS...
s 1P Security Policies on Locsl Comput Ni rk access: R ly accessible registry paths and sub-paths System\CurrentControlS...
Enabled

5 Network access: Shanng and security model for local accounts Classic - local users auth E
Network security: Allow Local System to use computer identity for NTLM Not Defined
| Network securty: Allow LocalSystem NULL session fallback Not Defined
Local Security Policies Setup
mucmMEummimmmWw N rk access: Sharing and ',nnddfotbmlmun&_w
Local Securtty Setting | Explain Local Securtty Setting | Explain

j Network access: Let Everyone permissions apply to anonymous j Network access: Sharing and securtty model for local accounts
- users 5

-}]

| @ Enabled | ) ' {{am.:u T e R

@ Disabled




Firewall Setups

¢ In the Start menu, type “firewall.cpl” and then click OK.
e Or go to Control Panel > Windows Firewall

e We recommend you turn off firewall before DCOM setups. Once DCOM setups done, you
may need to turn your Firewall back on, if required.

e You need to add the followings to the Firewall Exceptions list.
— In the Start menu, type “wf.msc” to add exceptions.
— Inbound Rule > New Rule > Port > add TCP port 135 (for initial DCOM handshake)
— Inbound Rule > New Rule > Program > add "OPCEnum.exe”

— Inbound Rule > New Rule > Custom > Protocol and Port > add ICMPv4 (for PING
command to work over firewall).

— Add your OPC Server executable and port number which is used by the executable.
("Server_runtime.exe” and the port 32402 for Kepware OPC Server)

— Add your OPC client executable and the port number which is used by the executable.

— On Win7 or later, adding the above in the Inbound Rule is enough in most cases, if not,
add them in the Outbound Rule as well.

Windows UAC (User Access Control) Setup

& System Configuration h C ]

« In the Start menu, type I | General | Boot | services | startup | Tools

“msconfig” and then click OK. || | Tod Name Desaiption ]
. From the TOO'S tab’ Select Change About Windows Display Windovs wersion information,

. Change UAC Settings Change User Account Control settings. E

UAC Settlngs- Action Canbar Open the Action Cantsr.

. And press Launch button Windows Troubleshooting Troubleshoot problems with your computer,
. Computer Management View and configure system settings and components.

View advanced informa ton about hardware and software settings,
View monitoring and troubleshooting messages.
Launch, add or remove programs and Windows components.

o View hasic infrematinn shoart woasr comnuter svstem settinns.
Choose when to be notified about changes to your computer m b

User Account Control helps prevent potentially harmful programs from making changes to
your computer, zcountControlSetiings.exe

Tell me more about User Account Control settings

Ablways notify
- - Never notify me when:

®  Programs try te install software or make changes to
my computer

* Imake changes to Windows settings

¢ Once done, you are prompted to
re-start your computer, but you do
not need to do so in most cases.

) Not recommended. Choose this only if you nesd
to use programs that are not certified for Windows
7 because they do not support User Account
- Control.

Mever notify




e Start Menu > Computer > Properties > Advanced
System Settings > Advanced Tab

i System Properties ﬁj e Options &J-

Visual Effects | Advanced | Data Execution Prevention

Computer Name [ Hafdware Advanced System Protection '\ Remote_

You must be logged on as an Administrator to make most of these changes. Data Execution Prevention (DEP) helps protect
against damage fr jiruses and other security
oA

Performance threats. Ho
Visual effects, processor scheduling. memory usage, and virtual memory @ Turn on DEP for essential Windows programs and services l
only ]
- Turn on DEP for all programs and services except those [
1__ Setings..._| select:
User Profiles

Desktop settings related to your logon

Startup and Recovery
System starttup, system failure, and debugging information

[ Settings...

Your computer’s processor supports hardware-based DEP.
Environment Vanables

{LJ _ Cancel | b ﬂl: [T’ Cancel

After Dcom Configuration, On 10.2.8.226 Start Simulator Open OPC A&E Server Simulator

RDPWrap-v... New Text
Document...

@ O n

ExpressProfi... RDODBCFin... OPC A&E
Server S...

Intouch Captura

AIMS MobileOPC...

Click on Integration Objects OPCAE Server Simulator



=] = Application Tools  OPC A&E Server Simulator

“ Home Share View Manage

T » OPC A&E Server Simulator

Name Date medified Type Size
~ 5k Quick access

I Desk =] AeSdk-LogEvent.LOG Text Document 4KB
Eskio|

e 1| ConfigOPCAEServerSDK.ini Configuration sett... 1 KB

& Dewleads [#] IntegrationObjects. OPCAEServerSDKNET.dll Application extens... 54 KB

=] Documents i IntegrationObjectsOPCAEServerSimulator.exe

Application

=] Pictures %] IOAESDK.DLL Application extens... 1,042 KB
[ This PC (-] IOAESimServer.csv Microsoft Excel C. 4KB
AlarmSuite %] License.dll

CapturedAlarm

Click on Register

W OPC AE Server Simulator - X

File | Registration | Help

| Register Ctrl+R

Unregister  Ctrl+U

i Log WVigwer
Connected Clients ]
Events subscription 0
Server Status Running
Server In Use Server Not In Use
Emor Log Viewer

Curmrent Time :  29-Jun-23 4:52:36 PM

Double click on OPC AE Test Client

Click on Brose Servers



T8 OpCAEMET Test Client
File Help

—Server Statuz

Categories for type SIMPLE_EVENT

Start time Refresh |

| ]
Categories for type CONDITION_EVENT
| ]
Categories for type TRACKING_EVENT

| ]

Condition names

Supported Filters

[” By Event [T By Severity
™ ByCategory [ By Area

i [T By Source

Last update

Current Server Time

—Server state

optional interface
[~ IOPCEventServer?
supported

I Wersion

Select Integration Objects OPCAE Server Simulator from Dropdown



T OPCAEMET Test Client
File Help

[ Server Status

Starttime Refresh

Categories for typs CONDITION_EVENT

=

Categories for type TRACKING_EVENT

Condition names

I Lest update

Current Server Time

optional interface
[~ IOPCEventServer2
supparted

Version
Supported Filters Vendor Info
I ByEvent [ By Severiy
I~ By Category [~ By Area
I™ By Source

Click on Connect and After that Create EventView

B pCAEMET Test Client
File

Help

Mode

Browse Servers |

IIrrteglationObjects.OF‘CAEServer.Simuli;I

Connect

Disconnect |

Browse Areas/Sources

Create Subscription

Create BEventView

—Server Statug

Categonies for type SIMPLE_EVENT

[28-Jun-23 4:51:52 FM

Categories for type CONDITION_EVENT

[1 Levell |
Categories for type TRACKING_EVENT

|4 Leveld |

|3 Leveld

Condition Names

Supported Filters

¥ By Event ¥ By Severity
W By Category ¥ By Area
¥ By Source

After Clicking on Create EventView Below Event View Appear As Shown Below.

[28-Jun-23 5:01:40 FM

Last update

[28-Jun-23 5:01:40 FM

Current Server Time

Start time Refresh |

— Server state

“endor Info

optional interface
¥ IOPCEventServer?
supported

204 “ersion

Integration Objects” OPC AE Simulator Server




File Help

I Create Subscription |
Node Browse Areas/Sources

s | o |
[ItegrationObiects OPCAE Server. Simu. |

BB Event View — O

=
Categories for type SIMPL B v R

|3 Leveld Source | ActiveTime | Message | ConditionName | SubconditionMame

|FiCT005 20:01:01 584 Condition Normal PVLEVEL HIHI
Categories for type CONG| FIC1005 20:01:01.984 HIHI Alarm PVLEVEL HIHI

1 Levell

Categories for type TRAC]
I-i Leveld

Condition Names

Supported Filters
¥ By Event v
¥ By Category W

I

<

By
By
By

<

Started

Now Open X-Force OPC AE Client in 10.2.8.201

| <1 Manage AlarrnSuite - b
Home  Share  View  AppTools - @
« « 4| ThisPC 5 Local Disk (C) > Program iles » AlarmSuite v|®  Searchdlamsute P
Narne Dste modified Size Type File version
s Quick access
B eson . Capturedalarm 25042023 1132 File folder
Configuration 25/04/2003 1529 File folder
¥ Dowrlonds - # Canfiguration.old 26/04/2003 15:30 File folder
Documents  # Data 24/04/2023 1119 File folder
[&] Pictures * all} 22/04/2023 13:46 File folder
oot » ExportReport 22/04/2023 120 File folder
MlarmSute 4 Failedhail 28/04/2093 11353 File folder
Copturedilorm Help 22/04/2023 1346 File falder
Leg Image 26/04/2023 138 File falder
Log 25/04/2023 130 File folder
Repartformat MAIL 25/04/2003 11153 File folder
SoP ReportFormat 26/04/2003 14:16 File folder
8 This pC SchedulerReportfarmat 25/04/2023 1230 File falder
J 30 Objects Sound 22/04/2023 13:45 File folder
XL 25/04/2023 1231 File folder
Desktop T Triconex Utility.exe 14/08/2010 144 222K8  Application 15.15.2.104
Documents (4 ¥-Force Alarm Client exe 16/08/201913:37 25,066 KB Application 15.12.2104
& Dawnloads (%) X-Force Alarm Canfiguratar.exe 14082012 12114 2227K8  Application 1518210
b Music © x-Force Alarm Viewer.exe 14/08/2013 11:58 1432 K8 Application 15.19.2.104
] Pictures (@) %-Force Capture Process.exe 14082019 12108 3255K8  Application 15.19.2.104
= UsB onxt @ -Farce Computed tlarm Engine.oxe 14/08/2015 12118 1,218K8  Application 15.18.2.10
B videos @ %-Force Critical Alarm Listing.exe 16112012 11353 322K8 Applicstion 15174108
. @ X-Farce Data Callector.exe 14/08/201312:25 977 KB Application 15.19.2.104
i Local Disk (C @) -Force Datalink Process.exe 08/11/201912:10 1105 K8 Application 15103106
wa Local Disk (0 @ X-Force OPC AF Client exe 0841172010 12:42 536KE  Application 15.19.2.104
= Network () ¥-Force Scheduler Application.exe 16/08/2012 1250 1014K8  Application 1518210
- @) x-Force Server Application.exe 14082012 1434 g68KE  Applicstion 1518210

8. %-Force Task Manager.exe 1440872018 12:40 254KE Application 15.10.2.104



Channel Configuration:

To Add Channel in X-force OPC AE Client

Riﬁht Click on Channel Then Click Add Channel.

systern | Help

System Manager » ‘
channel

Add Channel

I - 5552154
So channel Configuration are loaded and add details as mention in below.

e Add Channel Name.
Select Default Color for the channel.

e Select Reconnect time for the OPC server. In any case if OPC Server get disconnect
then it will be connecting automatically after given time.

e Enter Host name, User Name, Password and Domain Name of the system.

System | Help

System Manager -

(ENLERGTITEWLM Printer Configuration  Ignore Message

Channel

— Channel Details

Channel Name : |OPCAE |
Default Color - l:l ReConnect Time : [Second|z))

Host Name : |10.2.8.226 |
User Name : |Admini5trator |
Passwaord - |ttttttttttt| |
Domain : | |

Browse AE Servers Set Attribute I:‘ OPC Server and Client on Same System

v]

OPC Server :

I:‘ OPC Data Field Configuration

SrNo SourceColumn Size IncludelnPrint




e Then click on browse Servers. So we Get the all the OPC server list.
e Select appropriate OPC server from the list.
e And Click on Connect Button to connect the Server.

(If you have server and client on same system then check OPC server and client on same
system option.)

Select Integration Objects OPCAE Server Simulator from Dropdown and Click on Connect.

System | Hen
et o || [ESERPSTMPEN ©ivter Configuration  Ignore Message
Chand
Cham Deais

ChzanslMama:  OPCAE

ceitcoor: ([ corectre 0 | iseconc(s))

Host ame : 1028225
User Hame |Administrstor
Password: [P
Domin
Browse AF Servers. Connect [] 0PC Server and Client an Same System
0PC Server Advosol SimAEServer 1 v
Advosaol SmaEServer.1
{ISESERERRR integrationbjects OPCAEServer Simuistor 1

SilNo SeurceColumn Size includelnPrint

After Clicking on Connect Server Connected Successfully Appear, Click on OK

o Server Connected Successfully.




Click on Set attribute. Select all available option and Click on save.

@ x-Force OPC AE Client

System | Help

Sisiemlagzesy L Printer Configuration  Ignore Message
Channel
—Channel Details
Channel Name : |DPCAE |
Default Color - l:l ReConnect Time - (secand(s))
Host Name - |10.2.s 226 |
User Name - [administrator |
Password - e |
— | |
| Browse AE Servers | ‘ Set Attribute | | Disconnect | []orC server and Client on Same System
r[J @pc bata Field configuration Select Type Category Attribute B
SrNo SourceCalumn SIMPLE Level? Attr1 Attr2 Attr3 Attrd
TRACKING Leveld Attr10,Attr20 Attr30 Attrd0
COMDITIONS Levell Attr100,Attr200,Attr300,Attr400
| ‘CONDITIONS Level2 Attr1000,Atr2000,Attr3000,Attr4000

Now for the Field Mapping, Click on OPC Data field configuration and Click on Save.
Crmwercaeckn

System | Help

System Manager £ Ll Printer Configuration  Ignore Message

Channel

— Channel Details

Channel Name - |OFCAE |

vefautecolor - | MM  reconnecsTme: |10 | (secondis)

Host Name : |102 8226 |
User Name - [2dministrator |
Password - |"us"u" |
Domain : [ |

| Browse AE Servers ‘ | Set Attribute ‘ | Disconnect ‘ D OPC Server and Client on Same System
OPC Server © |Ir\te,gratmr\0hject5 OPCAEServer Simulatar.1 v |

OPC Data Field C

SrNo SourceColumn Size IncludelnPrint
1 Source 10
2 ActiveTime 15
E Message 20
4 ConditionName 15
5 SubcenditionName 15

Channel Attributes . 55M Infotech Solutions Pt Ltd. |[KEERERELES



Now in Printer Configuration:

e Check to Enable Printer Configuration

o Select Ethernet printer and Select printer selection select printer which you install on
system (Virtual printer OPCAE_9101).

e Click on Add

System | Help

S M 1 1 D - I -
e e £ Channel Configuration  JEEEEAETICATUN [gnore Message
4  Channel
OPCAE — Printer Configuration
Frint Type: @Ethernet Printer OCDmm Port
Printer: | ||OPCAE_9101 ‘|
Port Mo :
| Add | ‘ Clear ‘ ‘ Test Page
Printer Type Port No




After Clicking on ADD, Below Screen Appear then click on Save

Sistem | Help
| bl 2 channel . mlgnmma
4 Channel —
orcaE Aadraton
i Eramples of what o put in T secaon
BrintType (@) Ethernet Printer () Comm Port
prder:[oPcas 5201 v
Fortno
s || clesr TeszPage

Printer Type Port No Remote IP

S e

After clicking on Save below message Appear. Click on OK. Application close automatically.
Open X-Force OPC AE application.

o Channel Configuration saved successfully. You must Restart Application to apply all changes.

Check Capture created or not. (C:\Program Files\AlarmSuite\CapturedAlarm)
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To create new Channel, In X-Force Alarm Web Configuration. Login with credential (User
Name and Password)

@ Miosof FomeiPoint - CRCOEC X £ Log X 8 Course:Xeborce Alarm Manager X |
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Click on Configuration, Expand configuration click on channel configuration and right click
on it and select ADD channel.
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Add Details like communication type (Network Communication), Channel name, Plant Name,
Set Default Color Then click on save
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As Shown Below write local IP, Remote IP, Backup IP, Port No, Select Terminator 1 and 2, Set
Minimum Length Data accordingly. And click on save.
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Channel is Appear here as shown below.
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Open X-Force Capture Process application.
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Click on OPCAE Channel and Check Alarm Lines Coming or not.
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Open X-Force DataLink Process application and Restore X-Force DataLink Process
application

Click on OPCAE Channel and Check Alarm Lines Coming or not.
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