Fortinet Firewall Configuration

How to Create Adress

Address is created below

8 full_suto 192.168.20.102-192.168.20.104. Ay ¢ Range

[2] harshil dasariya 192.168.10.121 Any Subnet

] hist1 192.168.10.214 Any Subnet

Ejay 162.168.10.156 Any Subnet

(=) mes 192.158.10.147 Any Subnet

{2 nayan 192.168.10.210 Any Subnet

[ pop.netdindia.com pop.netdindia.com Any FQDM

=] sachin 192.168.13.13 Any Subnet

[ smtp.netdindia.com smtp.netdindia.com Any FQDN

{2 smtpauth_netdindia smtpauth.netdindia.com Any FQDN

=l splunk 192.168.10.59 Any Subnet

(=] temp2 192.168.10.169 Any Subnet

(=] temp3 192.168.10.72 Any Subnet

(=] tender VM 192.168.10.48 Any Subnet

(2] virus update 192.168.10.4 any Subnet

] vivek Sir 192.168.10.95 Any Subnet Lightshot
Screenshot is saved to Addresses 4pn

(=) wsus 192.168.10.61 Any Subnet | open in the folder.
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] Nilesh Patel 152.168.20.100 Any Subnet Q@
E=] Niraj Patel 192.168.10.229 Any Subnet @
= Purvang 192.168.10.118 Any Subnet Q@
{=] Rajshree mam 192.168.10.161 Any Subnet. Q@
1 5. Senthilkumar 152.168.20.125 Any Subnet [“]
[E] SACDevTerminal 192.168.12.250 Any Subnet (7]
=) SERVER 18 192.168.10.17 Any Subnet @
18 SSLYPN_TUNNEL_ADDR1 10.212.134.200-10.212.134.210 Any 1P Range [“]
& sv sir 192.168.10.219 Any Subnet. Q@
= Sachin_Lap 192.168.13.13 Any Subnet @
E5] Senthilkumar 192.168.20.125 Any Subnet Q
1= Skype 192.168.10.59 Any Subnet Q@
=] sudip sir 192.168.10.58 Any Subnet Q@
E] Sudip Vidyarthi 192.168.10.35 Any Subnet @
ETFs 192.168.12.42 Any Subnet 7]
ETFs.14.12 192.168.14.12 Any Subnet @
= TFs1 192.168.12.40 Any Subnet Q@
= TFs2 192.168.12.41 Any Subnet Q
168 Teamviewer_Range 178.77.120.1-178.77.120.254 Any 1P Range @
El Temp 192.168.10.129 Any Subnet @
=) Tender-pe 192.168.10.62 Any Subnet Q@
2] Tender-pe1 192.168.10.74 Any Subnet. Q@
16 Test1 RDP 12 Network 152.166.12.21-152.188.12.21 Any 17 Range [“]
[5] Training10.19 192.168.10.19 Any Subnet [“)
18 VPN-Client-Range 10.11.12.1-10.11.12.10 Any P Range %]
{5 vikram sir 192.168.10.80 Any Subnet @
2] vishalbhai 192.168.10.222 Any Subnet. Q@
1] Vivek Panwala VM 152.168.10.125 Any Subnet @
=] WEBSERVER 172.20.40.32 Any Subnet @
5] XINFO _tem 192.168.10.73 Any Subnet Q@
Eall 0.0.0.0/0.0.0.0 Any Subnet Q@
E] autotemp 152.168.20.221 Any Subnet @
] chaten sir 192.168.10.80 Any Subnet 7]
=] chirag 192.168.10.215 Any Subnet @
i=] conference 192.168.10.123 Any Subnet [¢]
=] denish 1$2.168.20.112 Any Subnet @



5] Chirag Koladia 192.168.10.215 Any Subnet [+]
E=] chitas 192.168.10.69 Any Subnet [~]
€] DEVINTER 102.168.10.56 Any Subnet @
E=] DEVINTER2 1932.168.10.64 Any Subnet [~}
E5] DEVINTER3 192.168.10.65 Any Subnet (]
£ DVR_AUTO 192.168.20.243 Any Subnet (]
E5] Demo 192.168.10.208 Any Subnet [~]
E5] Devanshi Kulsreshtha 192.168.10.60 Any Subnet [~]
5] Developer24 192.168.10.24 Any Subnet (]
5] Developer2s 192.168.10.25 Any Subnet [+]
£ Developer26 192.168.10.26 Any Subnet (]
E=] Developer2s 192.168.10.28 Any Subnet [~]
E=] Devious Auto 192.168.10.211 Any Subnet @
E] Dolly 192.168.20.28 Any Subnet (]
£ Dolly Madam-68 192.168.10.68 Any Subnet @
E=] HMEL 152.168.10.9 Any Subnet [~]
5] Hiren Chotaliva 192.168.10.109 Any Subnet (]
E=] Implimentation 192.168.10.44 Any Subnet (]
E=] Jagdish Sir 192.168.10.82 Any Subnet [+]
E5 Jay Panchal 192.168.10.16 Any Subnet [~]
E=] Keval 192.168.10.47 Any Subnet [~]
5] Khevana madam 1932.168.10.57 Any Subnet [~}
E5] MRF POC 192.168.10.148 Any Subnet (]
5] Mahesh 192.168.10.34 Any Subnet (]
E2] Miral_PC 182.168.10.55 Any Subnet [~]
E5] Molina Desai 192.168.10.68 Any Subnet [~]
E5] NAS30 192.168.10.30 Any Subnet (]
E5] NAS33 192.168.10.33 Any Subnet [+]
Bl NMs 192.168.10.141 Any Subnet (]
E=] Nainesh 192.168.10.173 Any Subnet [~]
5] Nakum Raju 192.168.20.127 Any Subnet [~]
E=] Network_10 192.168.10.0/255.255.255.0 Any Subnet (]
5] Network_11 192.168.11.0/255.255.255.0 Any Subnet ()
E=] Network_12 192.168.12.0/255.255.255.0 Any Subnet (]
5] Network_14 192.168.14.0/255.255.255.0 Any Subnet ]
E=] Network_20 192.168.20.0/255.255.255.0 Any Subnet [~}
=20.138 152.168.20.138 Any Subnet @
=22 192.168.10.22 Any Subnet @
E27 192.168.10.27 Any Subnet @
=29 192.168.10.29 Any Subnet (]
E31 192.168.10.31 Any Subnet @
[SEZS 192.168.10.74 Any Subnet @
= 100 192.168.10.100 Any Subnet @
=108 152.165.10.108 Any Subnet @
[SPErS 192.168.10.144 Any Subnet (]
E1s3 192.168.10.153 Any Subnet (]
E167 192.168.10.167 Any Subnet @
=182 192.168.10.182 Any Subnet @
=187 192.168.10.187 Any Subnet @
(2 192.168.10.2 182.165.10.2 Any Subnet @
£ 192.168.10.22 192.168.10.22 Any Subnet (]
=193 192.168.10.193 Any Subnet (]
£ 234 192.168.10.234 Any Subnet @
8 ATMS_NEW 192.168.11.2-192.168.11.50 internalz 1P Range [+]
[ AIMS_Range 152.168.10.160-182.165.10.200 Any 1P Range @
2 Amit 192.165.10.127 Any Subnet @
=] Apurva sir 192.168.10.39 Any Subnet (]
= AutoDeme 192.168.20.104 Any Subnet @
(5 Auto_Demo_182 192.168.10.182 Any Subnet @
(=] Auto_Demo_184 192.168.10.194 Any Subnet @
] Auto_SRV-20_10 192.168.20.10 Any Subnet @
[E Auto_SRv-20_13 192.168.20.13 Any Subnet (]
[=] Automation_Dixit 192.168.10.189 Any Subnet (]
{5 B.K.Mishra 192.168.10.38 Any Subnet @
= 810 192.168.10.75 Any Subnet @
= Bijal Desai 192.168.10.15 Any Subnet @
=) Bijal mam_vM 152.168.14.4 Any Subnet [~)
= BijalMadam_sys 192.168.14.6 Any Subnet (]
{=] Biomatric 192.168.20.20 Any Subnet @
(5] Biomatric_Trainee 192.168.10.46 Any Subnet @
(] Biren Sir 192.168.10.70 Any Subnet @
[ Bujal_125 152.168.10.125 Any Subnet @
=] Chetan Sir 192.168.10.28 Any Subnet [~]




How to Create Group Policy

Please find here Crated Group

Group Mame |.32(...i..':!.f.{.’. |

Comments |'u'u'rite a comment... z | 0/255

Show in Address List [+

Members (=] 153 x| &
=] Sudip Sir ®

Group Name [NetdIndia |

Comments |Write a comment... S
Show in Address List |+
Members fu pop.netdindia.com PN
fr] smitp.netdindia.com X
fr] smtpauth_netdindia .

Group Name |M§ |

Comments |Write a comment... ¢| 0,255

Show in Address List v

Members =] 31 x| &
=] NASSO0 Fat

[=] NAS33 o




Group Mame |Fu|| Access Automation_20 |
Comments |denish 2| B/255
Show in Address List Il
Members {=] 10.155 W
Group Mame |Fu|| Access System |
Comments |Write a comment... ¢| 0/255
Show in Address List I
Members (=] 10.31 LR
=] Apurva Sir S
{=] Biomatric_Trainee .
=] Chetan Sir x
=] Mahesh 9
=] Sudip Vidyarthi .9
=] Tender-Pc x
=] tender VM 9
5] wsus ES

Group Mame |Exchange_server |

Comments |Write a comment... - | 0/255

Show in Address List [+

Members =] 5 x| &
=l © ad

£5] 100 X




How to Create Group Policy

You can check Crated Policy as below

w1 - e (WORKFROMHONE NETWOR) (5 - 5)

2 Eal  (WORKFROMHOME RDP YOUTEL 15400 Oahwgs  C3RDP
- DEVHOMEZ
HomelWarkL
v web-prony - WAN (58 - 55)
gt Hal  Hal ! 0 webproxy
v Il 60- )

8 Bl o Hal Davays QAL

~ internals (SAC) - WAN (53 - 53)
86 (@ sachin = an D atways @ A
[%] WAN - internal1 (BUSINESS_NETWORK) (S5 - 57)

16 @an voutete G HTTes
@ HTTe
17 @an Hat G HTTeS
@ HrTe
19 @an MOLINAMAM_ROP_YOUTEL 10.17 B stways @ AL
CHETAN_44818_YOUTEL 10.159
FILESRY_HFS2090_HATHWAY_0080
FILESRV_HFS2090_YOUTEL 8080
DEVHOMER
YouTele-UAT-7655
Hathway-UAT-7655
Hathway-Srv3i-RDP
swa
wus
wucH
Lease-owA
Lease-ROP-31
Lease_31_Fila2090
Lease_mon
HR
Productbemo_new
OWA_https_HathWay_10.100
FILESRV_OF5222_LEASE_31.5222
 internal3d (AUTOMATION_NETWORK) - internalS (SACHIN_NETWORK) (41 - 41)
7@ 12 all 12 atl I
ALL_TCM
~ internal3 (AUTOMATIGN_NETWORK) - WAN (42 - 44)
@ 2 ar always N
NG
5@ 11 Full Access Autamation_20 = al ahway ALL
0@ () Network_20 = i ahway n
 internals (SACHIN_NETWORK) - internall (BUSINESS_NETWORK) (45 - 47)
a8 @ an @an D always AL
@ = al Eal ahway 3 ALL_TCM
ar
o
T
RS
st
'
@ ] ai = al alway AuTTe
itle
A HTTE
e
 internals (SACHIN_NETWORK) - internal3 (AUTOMATION_NETWORK) (48 - 48)
as = o = an @ always @ ALL_TCMP
3 ROP
3 DVRPORT

v internals (SACHIN_NETWORK) - WAN (49 - 49)

52 = all = all 7 always @Al
w internal§ (SAC) - internall (BUSINESS_NETWORK) (S0 - 50)

ss 12 sachin = all @ always @ AL
v internals (SAC) - internal2 (WORKFROMHOME_NETWORK) (51 - §1)

s7 2 sachin = all @ always DAL
v internals (SAC) - internal3 (AUTOMATION_NETWORK) (52 - 52)

58 (& sachin @ an @ always @ ALL
[%)internals (SAC) - internals (SACHIN_NETWORK) (53 - 53)

59 & sachin a @ always 3 ALL

)

v Accept

v Accept

{ Deny

v Accept
v Accept Tl AV-flow
v Accept

v Accept

v Accept

v Accept

v Accept

+ Accept
 Accept
+ Accept
v Accept

v Accept

0 9

H

)

L

(SN

e-e & & ¢

112,697 Packets { 62,38 MB

¢ ¢ ¢ ©

 Fackets /08

(Sl

¢ ¢ ¢ ©

o Fa

1,578,153 Pa

71,158 Pa

12,967,085

© Packets / 0 B

o Packets /0B

o Packets / 08

@ Packets / 0 B

@ Packets / 0 B

© Packets / 0B

o Packets / 0B

o Packets / 0 8



[]internal3 (AUTOMATION_NETWORK) - internal1 (BUSINESS_NETWORK) (29 - 40)

25Q £l Network_20 £l sachin 3 always A ALL v Accept @ 0 Packets
) 10.13_AuToVM
£l sachin_Lap
26@ & Network_20 E1s 3 always 2 RDP v Accept R default ERdefault R default @ @
1014
=187
Ba27
& chitas
] Molina Desai
] hist1
E10.10
S 1023
=] HMEL
£ Network_20 Ean 3 always 2 TCP 8080 v Accept [ General-grp Profile (/) 0 Packets
2 printer
28 @ & Network_20 153 3 always A HTTP v Accept R default ERdefault R default @ @
] 10.28 UAT Server 2 HTTPS
2 MS-SQL
299  [ENetwork_20 EINAS T always 2 sMB v Accept @ @  0Packets
E31
El Mahesh
30@ =] Network_20 &3 T always 2 ALL v Accept R default A default @ default [/ @ o Packets
31@ E] Network_20 £l Exchange_server T always j Outlook v Accept B default R default 3 default [ (] 0 Packets
J Email Access
A HTTPS
2 SSH
A HTTP
32 Ball £ 10.45_PRINTER@101 3 always O ALL v’ Accept (] Packete
33 [ Network_20 [E] Network_10 3 always 2 PING v Accept [ @  0Packet:
34@  [FBiomatric S T always 2 biometric v Accept @ @ Packets
37 Eall Eal T always 2 ALL @ Deny [} 0 Packets
54 @ ] Network_20 =7 3 always 2 RDP v Accept [ Packets
w internali (BUSINESS_NETWORK) - WAN (13 - 24)
1 {Z] Network_10 = an 3 always © web  Accept I General-grp Profile @ @ 54,893,068 Packets
2 MRF-vPN
2@ Es = all always 2 ALL ¥ Accept o & 0 Packets
3 [l Network_10 NetaIndia @ always (& outlook ¥ Accept Edefault X default @ @ 7,225,102 Packets
4 [l Network_10 = all @ always @ TeamViewer-5938 ¥ Accept @ @ 2,632,619 Packets /
5 @3 = an @ atways @NTe ¥ Accept @ o 2 Packets / 1
mns @ Ean ’ ’ ’ ’ » ] 0 Packets
7@ (@ Full Access System @an always 2 ALL ¥ Accept ) ) 0 Pac
B (2 Network_10 = an @ always @ ROP ¥ Accept @ @ 926,298 Packets/
@ (i Devious Auto iz an always A ALL + Accept @ & 0 Packets /
0@ (Eizaez {2 an always 2 ALL v @ ]
2@ @12 wan @ an always 1 ALL + Accept ) o
a3 @ all @ all @ always GALL @ Deny a@ 556,408 Packets /
 internal2 (WORKFROMHOME_NETWORK) - internalL {BUSINESS_NETWORK) (25 - 26)
12 {2 15.100 @3 @ always & Windows AD + Accept 67,756 Packets /
E10.31
] Mahesh
2] Bijal Desai
i3 12 15.100 121 all @ always @ PING  Aecept e o 0 Packets /
14 [ 15.100 = 7Fs @ always @Trs ¥ Accept @ <] 198 Packets / 9
[SREESY B PING
= TFs2 @ ROP
{2 an {2 an always 2 ALL + Accept ) ) Packets

Seq.#

Y Destination

~ FGClient-VPH - internall (BUSINESS_NETWORK) (1 - 1)

15 8 VPN-Client-Range

E] Network_10

[ Schedule |+ Service | T Authenticotion | Action | ™ AV| T Web Fiker|  EmailFifter| T Application Control | T 1PS| DLP| Log| AT Count |

=}

always

~ internalt (BUSINESS_NETWORK) - internal2 (WORKFROMHOME_NETWORK) (2 -

20
21
2@  gal
v interali (BUSINESS_NETWORK)
38 ] Network_10
e @s
41@ & Network_10

4@ E] Mahesh
El Miral_PC
& 10.13_AuToum
45 @ E] 10.28 UAT Server
El12s5
B 10.69_fw

~ internal1 (BUSINESS_NETWORK)
a3 Eall
51 @ & sachin

El 15.100

El 15.100

Eall

Eall

] Network_20
& Biomatric
& all

E 2021
E 2022
& 20.26
[E 20.138

=}

=}

=}

internal5 (SACHIN_NETWORK) (10 -

Eal
Ean

~ internalt (BUSINESS_NETWORK) - modem (12 - 12)

11 £1192.168.10.2

NetaIndia

=}

always

always

always

(AUTOMATION_NETWORK) (5 - 9)

always

always

always

always

always

11)
ahways

always

always

a

@Al

& windows AD

@TEs
@PING
@rop
@ wsus
@ smB

@ ROP
@ ALL_TeMP
) Windows AD
2 biometric

ALL

2 mMs-sQL

2 dnp_20000
2 PING

2 HTTP

2 HTTPS

DA

ALL

G outlook

¥ Accept

v Accept

v Accept

v Accept

¥ Accept

v Accept

v Accept

v Accept

v Accept

v Accept

v Accept

 Accept

@

@

(SN ]

@

@

0 Packets / 08

0 Packets / 08

0 Packets / 05

0 Packets

11,246,518 Packsts / 2.84 ¢

0 Packets
0 Packets

0 Packets

0 Packets /

532 Packets / 34.27 KB

0 Packets

0 Packets / 08



You can check Proxy Setting as below

System

Router

E| policy
Policy

Central NAT Table

i w S5 Inspection

== Moniter

Name |default

Comments |a|| default services A| 20/255

Protoceol Port Mapping

e | Protocol | napectonporit)

2 HTTP O Any ® specifylso ]
£ sMTP O Any ® Spedfy[2s |
2 POP3 O Any ® specify[110 ]
7] IMAP O Any ® Specify[143 |
€] FTP O Any ® spedfy[21 |
o NNTP Any © Spedfy[119 ]
o MAPI

) | = Any

Common Options
Comfort Clients |«
Interval {seconds)
]

Amount {bytes) I:I
Block Oversized File/Email (0

Web Options
Enable Chunked Bypass (]

Add Fortinet Bar (]

Email Options

Allow Fragmented Messages [#]

Append Signature (SMTP) (]



You can check inspection setting as below

Router
Name |default
2-F poli ] .
& SSL Inspection Options
Poli -
= CA Certificate | Fortinet_cA_ssLproxy v |
Central NAT Table —
Inspect All Ports ]

Proxy Options

Bt inspection mm Insnemon port(s)

@& Menitor HTTPS 443
Ld SMTPS 465
‘ es

Common Options
Allow Invalid SSL Certificates [«



You can check Services as below

&3 WINFRAME
@ wsus

2 You Swaser
2 biometric
& cisco

& dnp_20000
& printer

TCP/1494,2558
TCP/8530,8531
TCP/8887
TCP/4370
TCRf443
TCP/20000
TCP/9100,9101,9102

0.0.0.0

0.0.0.0 @

0.0.0.0 @

0.0.0.0 @
Lightshot _x

Screenshot is saved to Services_3.png. Click here to open
in the folder.

Uncategorized
@ noL

& Ammy admin

7 CVSPSERVER
@ DVR

2 DVRPORT

2 FINGER,

& GOPHER

2 INFO_ADDRESS
7 INFO_REQUEST
@ Internet-Locator-Service
@ MGCP

@ MMS

3 MRF-VPN

@ N computing

& NNTP

2 NetMeeting

@ Pons0

& Puch netification
& QUAKE

2 RADIUS-OLD

@ RAUDIO

3 REXEC

@ RLOGIN

@ RSH

@ skvpe

& SMTPAUTH

@ swa_z110

& sachin_s0

@ TALK

@TFs

2 TIMESTAMP

(2 TeamViewer-5938
@ uuce

& VDOLIVE
@ven

@ wals

(7 KERBEROS

@ Lpap

4 LDAP_UDP

@ RADIUS
Remote Access

@ DCE-RPC

3 oNC-RPC

2 PC-Anywhere

@ RoP

A ssH

ETELNET

@ Teamviewer -5939

@vne

@ wins

2 X-WINDOWS
Tunnaling

@Ak

@Eese

@ GRE

ke

@LzTe

A pPTR

2 SOCKS

@ squip
VolP, Messaging & Other Applical

[SREES)

@ ire

@ Ms-5QL

@ MysaL

@ RTSP

@ scep

@ste

(2 S1P-MSHmessenger
Web Proxy

2 webproxy

TCP/5190-5194
TCP/5931,5932,443,80
TCP/2401 UDP/2401
TCP/34567,80
TCP/34567
TCP/79
TCP/70
ICMP/17:ANY
1CMP/15:ANY
TCP/389
UDP/2427,2727
TCP/1755 UDP/1024-5000
TCp/8as3

TCP/80,3630,20,21,443,27605,2204,3502,27605 UDP/1027,2204

TCPi119
TCP/1720
Tce/s090
TCR/5223
UDP/26000,27000,27910,27960
UDR/1645,1646
UDP/7070
TCR/512
TCP/S13
TCRiS14
TCP/80,443,34249 UDP/34249
TCP/5E7
Tce/2110
TCR/90
UDP/517-518
TCP/8080,60,1433,9151,17012,1434,2383,8081
ICMP/13:4NY
TCR/5938
TCP/s40
TCP/7000-7010
TCP/a43
TCRi210

TCP/88 UDP/88
TCP/383
UDP/389

UDP/1812,1813

TCP/135 UDP/135
TCP/111 UDP/111
TCP/S631 UDP/SE32
TCP/3389
ToP/22
TCP/23
TCP/5939
TEP/5500
TCP/1512 UDP/1512
TCP/6000-8063

1P/51
1p/50
1p/47
UDP/500,4500
TCP/1701 UDP/1701
TCP/1723
TCP/1080 UDP/1080
TCP/3128

TCR/1720,1503 UDP/1719
TCP/6660-6669
TCP/1433,1434 UDP/1433,1434
TCP/3306
TCP/S54,7070,8554 UDP/SS4
Ter/2000
UBR/5080
Tep/1883

TCP/0-65535

0.0.0.0
0.0.0.0 [~]
0.0.0.0
0.0.0.0

(SX<]

0.0.0.0
0.0.0.0
0.0.0.0

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

(<X<]

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

(<X<]

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

192.168.10.121
0.0.0.0
0.0.0.0
0.0.0.0

¢ © 6000

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

©

0.0.0.0

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.00.0
0.00.0
0.00.0
0.0.0.0
0.0.0.0
0.0.0.0

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.00.0

CoQ000C0C CcOCOCOOOCOE cOGO

0.00.0
0.00.0
0.00.0
0.00.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

¢ cococOCC

0.0.0.0



© create New = 5 Category settings By Category () Alphabetically |G, Search

iv/rqon

General
AL ANy @
3 ALL_CUSTOM ANy @
3 ALL_ICMP ICMPFANY ]
@ ALL_TCP TCP/1-65535 0.0.0.0 @
13 ALL_UDP UDP/1-65535 0.0.0.0 @
web Access
@HTTR Tcr/80 0.0.0.0 @
D HTTPS TCR/443 0.0,0.0 @
13 TP 8080 TCP/8080 0.0.0.0 @
File Access
7 AFS3 TCP/7000-7009 UDP/7000-7009 0.0.0.0 @
TR TCP/20,21,22,23 0.0,0.0 -]
3 FTe_GET Terrat 0.0.0.0 @
I FTP_PUT TCR/21 0.0.0.0 @
CINFS TCP/111,2049 UDP/111,2049 0.0.0.0 [}
3 SAMBA TCP/139 0.0.0.0 [}
@ smMe TCP/A45 0.0.0.0 @
@ TFTP UDP/ES 0.0.0.0 @
Email
@ IMAR TCP/143 0.0.0.0 ]
@ IMAPS TCPI993 0.0,0.0 @
3 PoP3 TER/110 0.0.0.0 @
3 POP3S TCP/535 0.0.0.0 @
& sMTP TCP/25 0.0.0.0 [
3 SMTPS. TCP/465 0.0.0.0 [}
Netwaork Services
TCP/178 0.0.0.0 @
UDP/67-68 0.0.0.0 [~}
TCP/S3 UDP/S3 0.0.0.0 @
TCP/123 UDP/123 0.0.0.0 @
10789 @
ICMP/8:ANY @
UDR/520 0.0.0.0 @
TCP/161-162 UDP/161-162 0.0.0.0 @
I 5Y5L0G UOR/514 0.0.0.0 @
17 TRACERQUTE UDP/33434-33535 0.0.0.0 @



You can check Traffic Shaper as below

MName |guarantee-10[lkhgs |
Apply Shaper ® Per Policy
I For All Palicies Using This Shaper

Traffic Priority |High v |
[+ Maximum Bandwidth |1n435?5 |{1-16?‘?6D{Iﬂ kbit/s)
¥ Guaranteed Bandwidth [100 | (1-16776000 kbit/s)
[ Dscp (000000 | (000000 - 111111)
Name ||5hared-;m-pipe
Apply Shaper ) Per Policy

® For All Paolicies Using This Shaper
Traffic Priority | High v |
[+ Maximum Bandwidth |1|:|24 | {1-16775000 kbit/s)
[ | Guaranteed Bandwidth |u | (1-16776000 kbit/s)

[ Dscp |um]m:|:j |{D=JD-E|E|D -111111)




0 CreteMew

Bandiwidth(kbit/s)
| w
100 1048576

U Quarantee-100khps

Traffic Priority “
High 0

U highpronty - 1048575 Hgh

1=

U Iow-prionty - 1048576 Low

=

U medium-prionty - 1048576 Hedum
U shared-1-pipe - 1M High

= 1=

MName |h'||tan:liun"|-|:|ri{:|ri1:~,.r
Apply Shaper = Per Policy
' For All Policies Using This Shaper

Traffic Priority | Medium T |

| Maximum Bandwidth 1048576 | (1-16776000 kbit/s)
|| Guaranteed Bandwidth |D | {1-16776000 kbit/s)
LJpscp \000000 | (D0DOOD - 111111)
MName ||{JW—DI'iDrit'j-"

Apply Shaper = Per Policy

' For All Policies Using This Shaper

Traffic Priority | Lowy v |

@ Maximum Bandwidth 1048576 | (1-16776000 kbit/s)
| | Guaranteed Bandwidth |D | (1-16776000 kbit/s)

[l DsSCP loooooo | (000000 - 111111)




Mame |high—|3ri{:rit',-r |
Apply Shaper ® Per Policy

I For All Policies Using This Shaper
Traffic Priority |High v |
[#/ Maximum Bandwidth  [1048576 | (1-16776000 kbit/s)
|| Guaranteed Bandwidth |0 | (1-16776000 kbit/s)
[l pScP [o0o000 | (pooOOO - 111111)

| oK



You can check Authentication as below

System

Raukas Authentication Timeout

Policy Protocol Support

Firewall Objects

Security Profiles

VEN Certificate

Er—

-0 User

&z Device

BQ Authentication
Pl Single Sign-On
LDAP Servers
RADIUS Servers

= Two-factor Authentication
; @ Endpoint Protection

G- Vulnerability Scan

=5 Monitor

FortiGate 60D

ko |

|#| HTTP || Redirect HTTP Challenge to a Secure Channel{HTTPS)
|| HTTPS

|« FTP

|#| TELMNET

self-zign -

System

Router Name

Policy Server Mame/IP

Firewall Objects Server Port

Security Profiles Common Mame Identifier

Distinguished Mame

User & Device Bind Type
User DN
Password

|| Secure Connection

() Authentication

in Single Sign-0On |
LDAP Servers
RADIUS Servers

= Settings

Test |

Two-factor Authentication
@ Endpoint Protection
G- Vulnerability Scan

lADServer

192.168.10.3

389

sAMAccountMame
DC=ssminfotech,DC=com 7]
) Simple O Anonymous (® Regular

CMN=~Administrator,OU=Admin User,DC=ssminfote



System @ Create New | ‘D Refresh

— TSealmmber | s e |
[n] FTKMOB38C599FD9C [ Available
Poli
R, [n] FTKMOB38D1E0C3BF [ Available
Firewall Objects
Security Profiles

Authentication

Two-factor Authentication

EETT—

w=| Endpoint Protection




You can check endpoint protection as below

System

Router

Policy

Firewall Objects

Security Profiles

VPN
E—
H-(T5 User

£
E- Device
[
[

H-(-) Authentication

H-[E Two-factor Authentication
E—J@ Endpoint Protection

- g Vulnerability Scan

=-[& Monitor

Profile Name |defau|t

Comments [Write a comment... = | o/2ss

FortiClient Configuration Deployment

Windows and Mac

@ AntiVirus Protection

@ Web Category Filtering default *
|#| Disable Web Category Filtering when protected by this FortiGate
@™ VPN

|| Client VPN Provisioning
oFF ) Application Firewall Developer Remote access
orr | Endpoint Vulnerability Scan on Client
@ Upload Logs to Fortidnalyzer/FortiManager

(®) Specify |

Schedule: () Hourly ® Daily
orr | Use FortiManager for client software/signature update

orr | Dashboard Banner

ios
orF | Web Category Filtering Block
orF | Client VPN Provisioning

orr | Distribute Configuration Profile {.mobileconfig file)

Android

orF | Web Category Filtering Block

orF | Client VPN Provisioning



You can check User as below

Router

Policy

Firewall Objects

Security Profiles

VPN
R
=[G User

* User Definition

* Guest Management
() Device

Authentication

Two-factor Authentication
e .

System

Router

Policy

Firewall Objects

Security Profiles

VPN

e —

- User
= User Definition
User G

ps
* Guest Management
(= Device

FortiGate 60D

User Group

Name [VPN-User-Grgl |
Type @ Firewall () Fortinet Single Sign-On (FSSO) (. Guest RADIUS Single Sign-On (RSS0)
Members Click to set...

Remote groups

Q Add

ADServer CN=VPN,DC=ssminfotech,DC=com

0K || cancel |

User Group

Name lUser base full access )
Type Firewall () Fortinet Single Sign-On (FSSO) () Guest ~ RADIUS Single Sign-On (RSSO)
Members Click to set...

Remote groups

© Add

ADServer CN=Full access,DC=ssminfotech,DC=com

OK |

Cancel |

G user

| = User Definition
.
- Guest Management

() Device

1) Authentication

[ Two-factor Authentication

Router

Policy

Firewall Objects.

Security Profiles.

VPN

Er—

=G User
= User Definition
Quscroows |

- Guest Management
(£ Device

) Authentication

Two-factor Authentication

1 Endpoint Protection

@l Uninsrshilitv Gran

System @ Create New
i e e |
FSSO_Guest_Users (0 Members) Fortinet single Sign-on (FSS0)

waliow User baze full access (1 Members) Firewal S ADServer

Firawall Objects VPN-User-Grp (1 Members) Firewal Sp ADServer

——— oo o ro Pt

VPN

(T

Edit User Group

Name fpeneral-grp |
Type Fortinet Single Sign-On (FSSO) ) Guest '~ RADIUS Single Sign-On (RSSO)
Members Click to set...

Remote groups

@ Add

ADServer CN=general, DC=ssminfotech,DC=com

oK /s




You can check Virtual IPs as below

Mame

Comments

External Interface

Type

[l Source Address Filter
External IP Address/Range

Mapped IP Address/Range
[# Port Ferwarding

Type

[| Source Address Filter
Extarnal IP Address/Range
Mapped IP Address/Range

[# Port Forwarding
Protocol

Extzrnal Service Port

Map to Port

YouTele-UAT-7659

|'|.|'u'rite a comment...

v | orzss

|wan2 (Youtele)

Static NAT

203.109.66.171 |- |203.109.66.171

102.168.10.28 |- 192.168.10.28

Static NAT

203.109.66.171 |- 203.109.66.171

192.168.10.153 | -|192.168.10.153

® TCP () UDP () SCTP

Protocol ® TCP () UDP () SCTP

External Service Port |?5.54 | _ |;.r,554

Map to Port |gg | - |gﬂ

Name KINFO_hitp_YouTel_10.153

Comments |Write a comment... + | 0255
External Interface | wan2 (Youtele) v|

80 - 80

80 - |80




External Interface

Type

|| Source Address Filter
External IP Address/Range

Mapped IP Address/Range

¥ Port Forwarding
Protocol

External Service Port

Map to Port

Name XINFO_http Hathway 10.153

Comments |Write a comment.., v 0ss
External Interface | wan1 (Hathway) v

Type Static NAT

|| Source Address Filter

External IP Address/Range  |116.74.111.114 | -|116.74.111.114

Mapped IP Address/Range 192.168.10.153 |- 192.168.10.153 |

[¥| Port Forwarding

Protocol ® TCP O UDP () SCTP

External Service Port |a|:| | - |EIIJ ‘
Map to Port 80 - 80 |
Name |[g_'g_l;l_t_3_ﬂ

Comments |Write a comment... v 0255

|wan1 (Hathway)

Static NAT

116.74.111.114

- 116.74.111.114

192.168.10.193

-1192.168.10.193

® TCP () UDP () SCTP

99 - 99

80 - 80




Mame |ﬂyw§

Comments |Write a comment... ¢| 0/255
External Interface | wan2 (Youtele) v|

Type Static NAT

|| Source Address Filter

External IP Address/Range  203.109.66.171 |- [203.109.66.171 |

Mapped IP Address/Range 102.168.10.193 |- (192.168.10.193 |

|#| Port Forwarding

Protocol ® TCP (0 UDP () SCTP

External Service Port |gg |_ |gg |
Map to Port |3|:| | - |3|] |
MName !WDRKFROMHDME RDP_YOQUTEL_15.100

Comments |Write a comment... < | orzss
External Interface | wan2 (Youtele) v |

Type Static MAT

[ Source Addrass Filter

External IP Address/Range |203.109.66.171 |- |203.109.66.171 |

Mapped IP Address/Range 192.168.15.100 |- |192.168.15.100 |

[+ Port Forwarding

Protocol ® TCP () UDP ) SCTP

External Service Port |3339 | - |3339 |

Map to Port 3389 |- [3389 |




Name WEBSRVS

Comments |Write a comment... 2| ozss
External Interface linternal4 (Leased line) v |

Type Static MAT

|| Source Address Filter

External IP Address/Range 103.51.216.10 | - 103.51.216.10 |

Mapped IP Address/Range 172.20.40.32 |- [172.20.40.32 |

[+ Port Forwarding

Protocol ® TCP () UDP () SCTP

External Service Port |2443 | - |2443 |
Map to Port 443 |- 443 |
Name \WEBSRY8080

Comments |Write a comment... 3| oszss

External Interface

Type

[ Source Address Filter
External IP Address/Range

Mapped IP Address/Rangs

¥ Port Forwarding
Protocol

External Service Port

Map to Port

| internal4 (Leasad ling)

Static NAT

103.51.216.10 | -|103.51.216.10

1172.20.40.32 -|172.20.40.22

® TCP () UDP () SCTP

8080 - |sos0

8080 - |8sos0




Name WEBSRY

Comments |Write a comment... 5| oszss
External Interface \internal4 (Leased line) v

Type Static NAT

[ Source Address Filter

External IP Address/Range 103.51.216.10 |- |103.51.216.10

Mapped IP Address/Range 172.20.40.32 - [172.20.40.32 |

|# Port Forwarding

Protocol ® TCP () UDP () SCTP

External Service Port |2[|3[] | _ |2|]3[] |
Map to Port |gu | _ |g|] |
Name |5.,.,.3

Comments |Write a comment... | 02ss

External Interface

Type

[ Source Address Filter
External IP Address/Range

Mapped IP Address/Range

¥l Port Forwarding
Protocol

External Service Port

Map to Port

| wan2 (Youtele)

Static NAT

203.109.66.171 | -|203.109.66.171

102.168.10.211 | -|192.168.10.211

® TCP () UDP () SCTP

8345 - 8345

8345 - 8345




Mame PProductDemoz

Comments |Write a comment... v o2ss
External Interface | wanl (Hathway) v |

Type Static NAT

[ Source Address Filter

External IP Address/Range 116.74.111.114 | -|116.74.111.114

Mapped IP Address/Range 192.168.12.21 | -|192.168.12.21

|#| Port Forwarding

Protocol ® TCP () UDP () SCTP

External Service Port |53 | - |53 |
Map to Port |3[| | - |30 |
Name |Pm|:|uctDemn new

Comments |Write a comment... 2 s

External Interface

Type

[ Source Address Filter
External IP Address/Range

Mapped IP Address/Range

|# Port Forwarding
Protocol

External Service Port

Map to Port

|interna|4 (Leased ling)

Static NAT

103.51.216.10 |- 103.51.216.10

102.168.12.21 |- 192.168.12.21

® TCP (0 UDP () SCTP

63 - 63

80 - |80




Mame

Comments

External Interface

Type

[| Source Address Filter
External IP Address/Range
Mapped IP Address/Range

|| Port Forwarding
Protocol

External Service Port

Map to Port

MName

Comments

External Interface

Type

| Source Address Filter
External IP Address/Range

Mapped IP Address/Range

[#| Port Forwarding
Protocol

External Service Port

Map to Port

|PmductDemcr

|'u'u'rite a comment...

| wanz (Youtele)

Static NAT

203.109.66.171

- |203.109.66.171

102.168.12.21

|- |192.168.12.21

® TCP O UDP

) SCTP

63

|- |63

80

- |80

lowa_https YouTel 10.100

|Write a comment...

| wan2 (Youtele)

Static NAT

203.109.66.171

- |203.109.66

171

192.168.10.100

- |192.168.10.100

® TCP (O UDP O SCTP

443 |-

443

443 | -

443




Name \OWA_https HathWay_10.100)

Comments |Write a comment... v | 07233
External Interface | wan1 (Hathway) v |
Type Static NAT

|| Source Address Filter

External IP Address/Range  116.74.111.114 |- [116.74.111.114 |

Mapped IP Address/Range 102.168.10.100 |- [192.168.10.100 |

¥ Port Forwarding

Protocol @® TCP ) UDP () SCTP

External Service Port |443 | _ |443 |
Map to Port 443 |- 443 |

Mame |MRFM5TSC

Comments |Write a comment... | orzss
External Interface linternal4 (Leased line) v

Type Static NAT

|| Source Address Filter

External IP Address/Range  1p3.51.216.10 |- (103.51.216.10 |

Mapped IP Address/Range 102.168.10.148 |- |192.168.10.148 |

[#| Port Forwarding

Protocol ® TCP ) UDP () SCTP

External Service Port |}-}-51 | _ |}-;-r51 |

Map to Port 2380 -[2380 |




MName

Comments
External Interface

Type

[] Source Address Filter
External IP Address/Range
Mapped IP Address/Range

¥l Port Forwarding
Protocol

MRF_PO(

|Write a comment...

5| ozss

|interna|4 (Leased ling)

Static NAT

103.51.216.10

|-|103.51.216.10 |

102.168.10.148

|-|192.168.10.148 |

® TCP () UDP () SCTP

External Service Port |}'}'52 | - |??62 |
Map to Port 80 - [go |
Mame !MDLIN.&M.&M RDOP_YOUTEL 10,17

Comments |Write a comment... + | 0/2ss

External Interface

Type

[ Source Address Filter
External IP Address/Range

Mapped IP Address/Range

¥ Port Forwarding
Protocol

External Service Port

Map to Port

| Any

Static NAT

203.109.66.171 |- [203.109.66.171

192.168.10.17 |- (192.168.10.17

@® TCP () UDP () SCTP

3366 - 3366

3380 - 3380




Name

!MOLIN.&MAM RDP_HATHWAY 10.17

Comments |Write a comment... 5| oess
External Interface | Any v|

Type Static NAT

[| Source Address Filter

External IP Address/Range  1116.74.111.114 | -|116.74.111.114 |

Mapped IP Address/Range 102.168.10.17 |- |192.168.10.17 |

¥ Port Forwarding

Protocol @® TCP () UDP ) SCTP

External Service Port |3355 |- |3366 |
Map to Port 3389 - 3380 |
Name Lease-RDP-31]

Comments "u'u'rite a comment... = | 0/255
External Interface internal4 (Leased line) v

Type Static NAT

[ Source Address Filter
External IP Address/Range

Mapped [P Address/Range

|#| Port Forwarding
Protocol

External Service Port

Map to Port

103.51.216.10 |- (103.51.216.10 |

192.168.10.31 |- (192.168.10.31 |

® TCP () UDP () SCTP

8889 - |ssg9

33890 - |3380




Name |Leaﬁe—gﬂ_ﬂ

Comments |Write a comment... 5| o2ss
External Interface |internal4 (Leased line) v|

Type Static NAT

|| Source Address Filter

External IP Address/Range  1103.51.216.10 |- (103.51.216.10 |

Mapped IP Address/Range 102.168.10.100 |- 192.168.10.100 |

|| Port Forwarding

Protocol ® TCP () UDP () SCTP

External Service Port |443 | _ |443 |
Map to Port 443 - 1443 |
Name |Leaﬁe_:;§_i_|1f_q|

Comments |Write a comment... 5| o2ss
External Interface linternal4 (Leased line) v |

Type Static NAT

[ | Source Address Filter
External IP Address/Range

Mapped IP Address/Range

[#| Port Forwarding
Protocol

External Service Port

Map to Port

103.51.216.10 |- 103.51.216.10 |

192.168.10.153  |-|192.168.10.153 |

® TCP () UDP () SCTP

80 - 80

80 - 80




Mame

Comments

External Interface

Type

[l Source Address Filter
External IP Address/Range

Mapped IP Address/Range
¥l Port Forwarding

|Lea;e Maonila

|'|.|'u'rite a comment...

< | o/zss

|interna|4 (Leased ling)

Static NAT
103.51.216.10 |- |103.51.216.10 |
102.168.10.17 |- |192.168.10.17 |

Protocol @® TCP O UDP O SCTP

External Service Port |3339 | - |3339

Map to Port 3366 - 3366

Name lLease_31_File2090

Comments |Write a comment... = | u2ss

External Interface

Type

[| Source Address Filter
External IP Address/Range

Mapped IP Address/Range

|#| Port Ferwarding
Protocol

External Service Port

Map to Port

|interna|4 (Leased ling)

Static NAT
103.51.216.10 |- 103.51.216.10 |
192.168.10.31 |- 192.168.10.31 |

& TCP () UDP () SCTP

2090 - 2090

18080 - 8080




Name |HR

Comments |Write a comment... v 0255
External Interface |internal4 (Leased line) v |

Type Static MAT

[| Source Address Filter

External IP Address/Range  1103.51.216.10 |- 103.51.216.10 |

Mapped IP Address/Range 192.168.10.9 - 1192.168.10.9 |

|#| Port Forwarding

Protocol @® TCP () UDP () SCTP

External Service Port |2222 | - |2222 |
Map to Port 3380 - [3380 |
MName |HomeWnrku

Comments |Write a comment... ¢| 0/255
External Interface |internal4 (Leased line) v|

Type Static NAT

|| Source Address Filter

External IP Address/Range  1103.51.216.10 |- |103.51.216.10 |

Mapped IP Address/Range 192.168.15.100 |- [192.168.15.100 |

[#| Port Forwarding

Protocol ® TCP O UDP O SCTP

External Service Part |3214 |_ |3214 |

Map to Port 2380 - 2389 |




Mame

Comments

External Interface

Type

[ Source Address Filter
External IP Address/Range

Mapped IP Address/Range

[#| Port Forwarding
Protocol

Hathway-UAT-7659

|Write a comment...

5| o2ss

|wan1 (Hathway)

Static NAT

116.74.111.114

- 116.74.111.114

192.168.10.28

- 1192.168.10.28

® TCP () UDP () SCTP

External Service Port |;,r554 | - |;r554

Map to Port 80 |- |80

Name Hathway-Srv31-RDP

Comments |Write a comment.... + | /255

External Interface

Type

[| Source Address Filter
External IP Address/Range

Mapped IP Address/Range

¥/ Port Forwarding
Protocol

External Service Port

Map to Port

|wanl (Hathway)

Static NAT

116.74.111.114

-[116.74.111.114

1102.168.10.31

-1192.168.10.31

® TCP () UDP () SCTP

8889

- 8880

3380

' -|3380




MName

!FILESF.‘.'!.Ir RDP_YQUTEL_10.21|

Comments |Write a comment... 5| o255
External Interface | wan2 (Youtele) v|

Type Static NAT

|| Source Address Filter

External IP Address/Range  203.109.66.171 |- |203.109.66.171 |

Mapped IP Address/Range 102.168.10.31 | -|192.168.10.31 |

|#| Port Forwarding

Protocol @® TCP () UDP () SCTP

External Service Port 8889 - |8s8o |
Map to Port 3389 - 3380 |
Name [FILESRV_OF5222 LEASE_31.5222
Comments |Write a comment... 5| oszss
External Interface linternal4 (Leased line) v |
Type Static NAT

|| Source Address Filter
External IP Address/Range

Mapped IP Address/Range

|#| Port Forwarding
Protocol

External Service Port

Map to Port

103.51.216.10 |- (103.51.216.10 |

102.168.10.31 |- |192.168.10.31 |

® TCP () UDP () SCTP

5222 |- 5222

5222 - 15222




MName

|FI LESRV_HF52090_YCQUTEL_8080

Comments |Write a comment... - | or2ss
External Interface | wan2 (Youtele) v |

Type Static NAT

|| Source Addrass Filter

External IP Address/Range  1203.100.66.171 |- 202.109.66.171 |

Mapped IP Address/Range 102.168.10.31 |- |192.168.10.31 |

¥ Port Forwarding

Protocol @® TCP (O UDP O SCTP

External Service Port |2[]g[] | - ‘2090 |
Map to Port 8080 - 8080 |
Name FILESRV_HFS2090_HATHWAY_8080|

Comments |Write a comment.... 5| 0j2ss

External Interface

Type

[| Source Address Filter
External IP Address/Range

Mapped IP Address/Range

|/ Port Forwarding
Protocol

External Service Port

Map to Port

|wanl (Hathway) Y |
Static NAT

116.74.111.114 |- |116.74.111.114 |

192.168.10.31 - 192.168.10.31 |

® TCP () UDP () SCTP

2090 | - |2000

8080 |- |8080




Name

Comments

External Interface

Type

[| Source Address Filter
External IP Address/Range

Mapped IP Address/Rangs
|¥| Port Forwarding

DEVHOME2

|Write a comment... 2 | ojzss

|wan1 (Hathway) ¥ |
Static NAT

116.74.111.114  |-|116.74.111.114 |

192.168.15.100 | -|192.168.15.100 |

Protocol ® TCP () UDP () SCTP

External Service Port |3339 | B, |3339 |
Map to Port 3380 -[3380 |
Name DEMO2 3

Comments |Write a comment... | osess
External Interface linternal4 (Leased line) v |

Type Static NAT

[| Source Address Filter

External IP Address/Range 103.51.216.10  |-|103.51.216.10 |

Mapped IP Address/Range 102.168.10.63 - 1192.168.10.63 |

¥ Port Forwarding
Protocol

External Service Port

Map to Port

® TCP () UDP () SCTP

65 - 165

80 - |80




Name DEMO2 2

Comments |Write a comment... 5| ozss
External Interface | wan1 (Hathway) v

Type Static NAT

|| Source Address Filter

External IP Address/Range |115.?4.111.114 | |115.?4.111.114

Mapped IP Address/Range 192.168.10.63 |- [192.168.10.63

¥l Port Forwarding

Protocol ® TCP () UDP () SCTP

External Service Port |55 | - |,55 |
Map to Port |3|:| | - |30 |
Name DEMO2 1

Comments |Write a comment... | o/2ss

External Interface

Type

|| Source Address Filter
External IP Address/Range

Mapped IP Address/Rangs

[#| Port Forwarding
Protocol

External Service Port

Map to Port

| wan2 (Youtele)

Static NAT

203.109.66.171 |- |203.109.66.171

102.168.10.62 |- |192.168.10.63

® TCP ) UDP () SCTP

65 - |65

80 - |80




Name DCUTEST 3

Comments |Write a comment... - 0253
External Interface internal4 (Leased line) \

Type Static NAT

|| Source Address Filter

External IP Address/Range  |103.51.216.10 | -|103.51.216.10 |

Mapped IP Address/Range 102.168.10.249 - 192.168.10.249 |

¥ Port Forwarding

Protocol ® TCP ) UDP () SCTP

External Service Port |5[|1[]2 ‘ - |50 102 |
Map to Port 60102 - 160102 |
Name DCUTEST 2|

Comments |Write a comment... 5| o2ss
External Interface | Any v |

T¥pe
[ | Source Address Filter
External IP Address/Range

Mapped IP Address/Range

|#| Port Forwarding
Protocol

External Service Port

Map to Port

Static NAT

116.74.111.114 |- |116.74.111.114 |

102.168.10.249 |- 192.168.10.249 |

® TCP () UDP (. SCTP

60102 -|60102

60102 - 60102




Mame

Comments

External Interface

Type

|| Source Address Filter
External IP Address/Range

Mapped IP Address/Range
|#| Port Forwarding

DCUTEST 1|

|'|.|'u'rite a comment...

5| o/zss

| wan2 {Youtele)

Static NAT

203.109.66.171

- 203.109.66.171

192.168.10.249

|- 1192.168.10.249

Protocol @® TCP O UDP O SCTP

External Service Port |,5[.1[]2 | _ |,5|]1[|2

Map to Port 60102 - 60102

Name |CHEl’ﬂN_"—HBlS_YUUTEL_lD.]SQ

Comments |Write a comment... 5| 0ss

External Interface

Type

[ Source Address Filter
Extarnal IP Address/Range

Mapped IP Address/Range

|#| Port Forwarding
Protocol

External Service Port

Map to Port

|wan2 (Youtele)

Static NAT

203.109.66.171

- 203.109.66.171

192.168.10.159

|- 1192.168.10.159

® TCP () UDP () SCTP

44818 - 44818

44818 - 44818




Group Name Youtele

Comments |Write a comment.... % | 0r2ss
Interface | wan2 (Youtele) ¥ |
Members OWA_https_YouTel_10.100 X | i

KINFO_http_YouTel_10.153 ¥

Group Name |I;Iathwa:§ |

Comments |Write a comment... 5 | oszss
Interface | wan1 (Hathway) v
Members OWA_https_HathWay_10... X | &J

q 3

XINFO_http_Hathway_10._. *
4 3



You can check VPN as below

Router Name [Feclient-ven |
Policy Comments [write a comment... <] oess
Firewall Objects Remote Gateway [ Dialup User v
Security Profiles Local Interface |internal4 (Leased line) v
%_ Mode ® Aggressive ) Main (ID protection)
Authentication Method | Preshared Key v

=88 1Psec

L. . Key (IKE) Pre-shared Key

Peer Options

® Accept any peer ID

Accept this peer ID I:l

Accept peer ID in dialup group E

IKE Version

Mode Config [

Start IP 10.11.12.1
End IP 10.11.12.100

DNS Server ® Use System DNS () Specify ‘0.0.0.0 ‘
Local Gateway IP “ Main Interface IP Specify [0.0.0.0 |
P1 Proposal

1 - Encryption | 3DES v Authentication SHAL v
2 - Encryption [AES128 ¥ | Authentication |sHa1 v | B

DH Group 10 201 5 140]
Keylife 28500 (120-172800 seconds)
Local ID l:l {optional)

XAUTH ' Disable  Enable as Client Enable as Server
Server Type (PAP [ CHAP
User Group
MNAT Traversal ¥ Enable

Keepalive Frequency (10-900 seconds)

Dead Peer Detection ¥/ Enable

OK | [~ cancel |

User & Device

WAN Opt. & Cache



System

Router

Policy

Firawall Objects

Security Profiles

[EE

"EE IPsac
Bl s

* Personal Bookmarks

: % Custom Login
& Monitor

Name: ‘full-aC{ess ‘

Portal Message:  \elcome to SSL VPN Service |

Theme:

Page Layout:

¥/ Enable Tunnel Mode
¢/ Enable Split Tunneling
IP Paols {21 S5LVPN_TUNNEL_ADDR1 L+

Client Options || Save Password [ | Auto Connect || Always Up (Keep Alive)
¥/ Enable Web Mode

Applications HTTR/HTTPS ¢ FTP ¥ RDP ¥ SMB/CIFS
¥ S5H |# TELNET ¥ VNC ¥ PING
¥ CITRIX [# RDP NATIVE ¥/ Port Forward

| Include Session Info

| Include Connection Tool

[ Include FortiClient Download
|| Include Login History

¥ Include Bookmarks

0 Create New

“one | e | Loaion | ecivion |

No matching entries found

¢ Prompt Mobile Users to Download FortiClient App

| Allow Multiple Concurrent Sessions For Each User

- View Portal



Router

Policy

Firewall Objects

Security Profiles

[EE

"EE IPsec
B ssL

* Personal Bookmarks
.= Custom Login
-3 Monitor

IP Pools Click to add...

Server Certificate | Self-Signed v

Require Client Certificate [ |

Encryption Key Algorithm 0 High - AES{128/256 bits) and 2DES
® Default - RC4(128 bits) and higher
) Low - RC4({64 bits), DES and higher

Idle Timeout 1300 ' (seconds)

Login Port | 10443 |

[ | Allow Endpoint Registration {Tunnel Mode Cnly)

¥ Advanced (DNS and WINS Servers)
DNS Server #1 |

OMN5 Server 22

|
| |
WINS Server #1 | |
WINS Server #2 | |




